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MSP vs APT?
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Why Does It Matter?

Initial vector of attacks on MSPs

Ransomware victims 2023-2024

30%

Phishing

24%

RDP

Unpatched
vulnerabilities

15%

Abuse of valid
accounts / credentials

8%

Trusted
relationship

Q2

m 2023 m2024
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Acronis
Cyberthreats
Report, H1 2024:

Email attacks surge 293%, new ransomware groups emerge

e Acronis Threat Research Unit
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How Does Acronis Protect Drones?
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How Did It All Begin?

Hi Support, | have an incident triggered from

winwnrd ave and cannnt ficiira niit the

Incidents 441
Threat status Severity Investigation state Positivity level @ Incident type Created Updated
Mitigated MEDIUM @ Notstarted 7 Process detected Jun 21, 2024 11:34:52:099 Jun 25, 2024 10:50:00:069
—_—
CYBER KILL CHAIN ACTIVITIES [ i 1 L)
—H\_{:} wmword.exe/.l
Create process Ty
~ B o | |
Legend m ({3 cmoexe ) & ~
Cre:
Create process
B workload 1 {:} Conhost exe
£} Process 21 Create process
L} PING.EXE
[E File 28 =
Create process
& Network 8835 = P ﬁ. PING.EXE
Involved 8886 Create process
{3} PINGEXE
Suspicious activity 2 =
Create process
W Incident trigger 1 e {:} PING.EXE
Create process
Attack summary & ~ {} PING.EXE
1. Attack techniques and tools used Create process
3 T . . {:} net_exe ~
The attacker used “winword.exe” and *CMD.EXE" to execute

suspicious activities, including abusing Windows service control Create process
manager, checking for Internet connectivity, listing domain accounts,

and using non-application layer protocol for communication
{3} netexe ~
2. Potential motivations behind the attack
Create process
The attack appears to be aimed at gaining unauthorized access 1o L3 netiexe
sensitive information, compromising network security, and potentially Create process o)
PING EXE
establishing a command and control (C2) server for further malicious

activities. Create process

{3} PING.EXE

Acronis

winword.exe >
OVERVIEW ACTIVITIES
Type Process
Name winwaord.exe
PID 4804
State @ stopped
Path C:\Program Files\Microsoft Office 15\ClientXe4

Command Line

Username
ntegrity level
MD5

SHA256

Size

Executed

Digital signature

"C:\Program Files\Microsoft Office
15\ClientXed4winword.exe” /SvcLoad

LocalSystem
System @
15e52f52ed2b8ed122fae897119687c4

8cfb55087fa8edc1e7bcc580d767cf2c884c1b8c
890ad240c1e7009810af6736

136 MB

Jun 21, 2024 09:36:15:827

Mirrncnft Carnaratinn
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Is Anything Playing
Hide and Seek?

On disk

winword.exe

4

294; wwlib.dll
(Loader)

random filename and
extension
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Deeper Investigation Through a Backup
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Is It a World-Wide Attack?
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What Is the Purpose of It All?

loc_106184F6 ; PID of dllhost (suspended)

SossionServer &

Clentlnd Pt
Weollh boade ppe conn.
and selff-ipects iigect newt stage
enerypted shelloode

loc_10002EBE: ; Jjumptable 100802E95 case 2 7
’ ’ v " . [&bp+5 “gatheriny command
67/ [ /D : E:‘i{ i ;;:“CE hash W&/Mﬁ‘/‘ﬂﬂ( 52
] il lentLad Foint = gernes

Stage begins with
EDR ﬁ/f»{ﬂ/}r}

Cllentbrd Pt
websocket
comnection to (2

lnstall dY
istalle Wicllord

as service or task

Acronis : . | ©Acronis 2024




Deep Research Result - A Stealthy Backdoor Discovered

On disk In memory
winword.exe
Command &
( )
. s Control
winword.exe ClientEndPoint.dll
wwlib.dll \
(Loader)
( ) s Y
e / wwlib.dll . .
[ (Loader) Install.dll EDR silencing
( Y s Y
random filename wwlib.dll loads Shellcod
(Encrypted Payload) encrypted payload eficode
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Fingerprinting the Target
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Preparing for Future Eavesdropping
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Planning to Exfiltrate Data
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Silencing popular EDR
products

Summary

Command and Control is
protected by Cloudflare,
but located in Taiwan

\
Exploiting 10+ year old 2 . Stealthy operation with
Winword via side-loading - 7: in-memory footprint
Using a digital signature ‘ Highly sophisticated targeted attack

valid for 3 years against Taiwanese Aerospace

Acronis
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Why Taiwan?

)
Dozens of companies in drone industry

Expected growth of the global market -




Media Coverage

-

‘.f“ Products  Solutions Partners

About Latest news Malware analysis

Operation WordDrone - Drone
manufacturers are being targeted in
Taiwan

sShare

Authors:

llia Dafchev, Security Researcher

Irina Artioli, Cyber Protection Evangelist
Alexander Ivanyuk, Senior Director

Robert Neumann, Head of Acronis Cyber Protection Operations Center

Introduction

the summer of th

athing, at | g and introduced models with built-in cameras
Fast forward thanad thing is vastly different, except that Microsoft
Office 2010 is still rarely u

Acronis

Support

Resources

Company
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Media Coverage

Operation WordDrone: Taiwan’s drone makers
hit by sophisticated cyberattack

By Brian Fagioli

DRASTIC

DRONES | ROBOTICS | A.l

Threat Actors Target Taiwanese Drone Manufacturers

DARKREADING

'Ancient' MSFT Word Bug Anchors
Taiwanese Drone- Maker Attacks

The Hacker News

TIDRONE Espionage Group
Targets Taiwan Drone
Makers in Cyber Campaign

2 Elizabeth Montalbano, Contributing Writer

£ Sep 09,2024 & Ravie Lakshmanan

Medium

Why Drone Manufacturers in Taiwan '
Are Being Cyber-Targeted: A
Technologist’s Perspective

e Dr Mehmet Yildiz (Main) @ w as Qmn
° Published in ILLUMINATION - 6 min read - Sep 11,2024

Update

Cybersecurity firm Acronis has published its findings into the campaign. which it has cubbe

Opera April and July 2024

use of a technique called Blindside to evade detectic

ware prior to deploying CLNTEND (aka Clie:
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XDRvs APT

Antivirus can detect traditional attacks XDR is capable of detecting a lot more

but lacks context and provides visibility and context

8 @ e
© A malicious process is detected Tokoariod & S -
Anti-Malware Protection has detected the malicious process & coplor
'bfc572dad0fc3dcbee2ff5590ad5f630becf69e18df37044140bd4f214facf56.exe o @ . el 0. "
I
A iindinareneobadion = ) -
= - .
L]
bfc572dad0fc3dcbee2ff5590ads5f630becf69e18df37b44140bd4f214facf
56.exe -
C:\Users\Ransom.Test\Desktop\ 19226173492 :
3644f9a06d97f903a5ceebdd7f2f4500 Erecston ©
Trojan.Asyncrat.L o -
Notified
Get support Clear
° Legacy antivirus cannot reliably block advanced persistent threats Capable of blocking traditional malware and advanced persistent threats at

the same time.

e Lacks context and proper visualization of complex attack chains e Provides context and appropriate visualization of the entire attack chain

o Cannot correlate events on the workload or on a wider network XDR can correlate events from multiple sources on the actual workload and

on the wider network
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Q&A session
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Time to Go Native.



Thank you, Ecosystem partners!
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Join us in 20231

Acronis Partner Day at MSP Global *
October 20-21 | PortAventura, Spalﬁ’

. .

Register today !
go.acronis. com/I\/ISPGloba\Zf)ZS
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http://blog.acronis.com/
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