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Acronis Partner Day 
at MSP Global 2024
Time to Go Native.
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Nick 
Grebennikoff

Chief Development Officer, 
Acronis

Robert 
Neumann

Head of TRU Labs,
Acronis

May I have a 
(Win)word?
A TRU research story 
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MSP vs APT?



4© Acronis 2024

831

1386 1420

1043

1270
1239

Q1 Q2 Q3

2023 2024

Why Does It Matter?

Initial vector of attacks on MSPs Ransomware victims 2023-2024
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How Does Acronis Protect Drones?
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Hi Support, I have an incident triggered from 
winword.exe and cannot figure out the 

document loaded. Please help!

How Did It All Begin?



7© Acronis 2024

On disk

winword.exe

Is Anything Playing 
Hide and Seek?

wwlib.dll
(Loader)

random filename and 
extension
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Deeper Investigation Through a Backup
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Is it a world-wide attack?Are Our Customers Safe?
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Is It a World-Wide Attack?



11© Acronis 2024

Is it a world-wide attack?
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All Virtual Roads Lead to Taiwan



13© Acronis 2024

What Is the Purpose of It All?

ClientEndPoint
Stage begins with
EDR Silencing

OS Information
gathering command
received from C2

Shellcode to
decompress and
inject next stage

Wwlib loads 
and self-injects 
encrypted shellcode

Inject into
DLLHOST

SessionServer &
ClientEndPoint
pipe comm.

Install.dll 
installs WinWord
as service or task

ClientEndPoint
websocket
connection to C2
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Deep Research Result – A Stealthy Backdoor Discovered

On disk

winword.exe

wwlib.dll
(Loader)

random filename
(Encrypted Payload)

In memory

wwlib.dll
(Loader)

wwlib.dll loads
encrypted payload

Install.dll

Shellcode

ClientEndPoint.dll

winword.exe

EDR silencing

Command &
Control
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Fingerprinting the Target
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Preparing for Future Eavesdropping
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Planning to Exfiltrate Data
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Summary

Exploiting 10+ year old 
Winword via side-loading

Using a digital signature 
valid for 3 years

Silencing popular EDR 
products

Highly sophisticated targeted attack 
against Taiwanese Aerospace

Command and Control is 
protected by Cloudflare, 

but located in Taiwan

Stealthy operation with 
in-memory footprint



19© Acronis 2024

Why Taiwan?

Dozens of companies in drone industry

Expected growth of the global market

Some consumer models have dual-use potential
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Media Coverage

20© Acronis 2024
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Media Coverage
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XDR vs APT
Antivirus can detect traditional attacks

but lacks context

1

3

2

Legacy antivirus cannot reliably block advanced persistent threats 

Lacks context and proper visualization of complex attack chains

Cannot correlate events on the workload or on a wider network

XDR is capable of detecting a lot more 
and provides visibility and context

Capable of blocking traditional malware and advanced persistent threats at 
the same time.

Provides context and appropriate visualization of the entire attack chain

XDR can correlate events from multiple sources on the actual workload and 
on the wider network
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3

2
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Your Trust is
Empowering 
Us!
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Q&A session 
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Acronis Partner Day 
at MSP Global 2024
Time to Go Native.
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Thank you, Ecosystem partners!
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Register today:
go.acronis.com/MSPGlobal2025

Join us in 2025!
Acronis Partner Day at MSP Global
October 20-21  |  PortAventura, Spain

http://blog.acronis.com/
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