Acronis

Investing in
the Future:

Acronis Technology
and innovation
roadmap

#CyberFit )

Gaidar Magdanurov

President
Acronis



Acronis’ Product

Portfolio Evolution

Active Protection

207 ] 2018 | 200 ] 2020 | 202 ] 2022 | 2023 ] 2024 |

Acronis

Acronis
Cyber Platform

Acronis
Cyber Protect
Cloud

Advanced
Email Security

28 MSP tools and Introduced
integrations Advanced Packs

Switched to 49 MSP tools and
monthly releases integrations

for SharePoint,
Teams, OneDrive

62 MSP tools and Cyber Application

Cyber Desktop

Expanded M365
data protection

Advanced Data
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Managed Detection
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Natively integrated, highly efficient security built for MSPs

As service providers grow, so does Acronis Cyber Protect Cloud.
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Natively integrated, highly efficient security built for MSPs

Email Archiving EDR/XDR Automated test failover Al-based scripting

As service providers grow, so does Acronis Cyber Protect Cloud.
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10+ new data centers

© Acronis 2024 4

Acronis



Email Archivin
for Microsoft 3

= Compliance
= Robust search capability

= Optimized performance

Acronis

Acronis

My local IT guy

£ All customers

@

DASHBOARD

WORKLOADS

ANTI-MALWARE
PROTECTION

SOFTWARE
MANAGEMENT

BACKUP STORAGE

REPORTS

SETTINGS

Q search

ES Saved search queries

B All emails

@® Flquinn@df.net

& Incoming

D Outgoing

@ Hildahuff@ftcloud.com

@ Hansen julia@westfie.

@ Leah_meyer@bluesk.

@ T.clarke@landup.com

@ Eric_paul@fm-netwo.

@ Adamwat@tsukaeru...

@ Del.vega@ingram-mi.

Flquinn@df.net

Raymond.sue@company.com to Fiquinn@d.net, Bekalu.walle@company.com and 5 mor

Proposal.pdf

RE: Software policy
Flquinn@d.net to Raymond.sue@company.com

) out th
RE: Conference 24 april 2019 approval
Bekalu.walle@company.com to Flquinn@df.net

K

RE: Conference 24 april 2019 approval

Bekalu.walle@company.com to Flquinn@df.net

RE: Conference 24 april 2019 approval
Bekalu.walle@company.com to Flquinn@df.net

B O 0

Filter ~Q Search (J Recover user emails (@ Selectall
RE: Conference 24 april 2019 approval May 05, 2018 9:10 AM
Bekalu.walle@company.com to Fiquinn@df.net
RE: AppAssure vs ABA agent performance in cloud May 05, 2018 9:05 AM

Send as email

Download attachments

Download email as .PST

Recover email

May 04,2018 9:10 AM

May 04,2018 9:10 AM
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Acronis Endpoint Detection & Response (EDR/XDR)

Legacy antivirus

. Malware is detected and quarantined (ODS)

an 03, 2023, 03:02 PM

Anti-Malware Protection has detected and quarantined the malware
'937d8f5dadadff6309bfadc3b63a2708.bin' during the on-demand scan.

Antimalware protection
DESKTOP-BK3GKA4

Antivirus blocks attack
but lacks context

937d8f5da4adff6309bfa4c3b63a2708

f697230ba32c437760bf2ac36e6bb33b86684244

SHA256 5fda381a9884f7be2d57b8a290f389578a9d2f63e2ecb98bd773248a7eb
99fa2

Threat name Gen:Variant.Ransom.Royal.1

Action Moved to quarantine

Legacy antivirus cannot reliably block advanced persistent
threats or zero-day attacks.

Addressing the impact of a breach is complex but necessary to
ensure business continuity.

For many companies, compliance and visibility are essential
(e.g., GDPR).

Acronis
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Acronis Advanced EDR

Incidents 1
Threat status Severity Investigation state Positivity level @ Created Updated
© Mitigated ~ (HIGH ) @ Closed ~ O 1071 Jul 18, 2023 21:48:21:595 Jul 18, 2

CYBER KILL CHAIN ACTIVITIES

EDR blocks more and provides

Legend (€]
o _ep sns A
visibility and context .
Attack stages ~ K
Execution @ v 1
© Jul 18, 2023 21:47:38:033 —>( {3 compatTelrun.. )~ o
Threat name: Malware. Generic On-Access scan
User executes malicious file »E ) ©

A clear visibility overview. What did it do?
How did it getin? How did it spread?

Rapid attack prioritization, analysis and response.
Business continuity with integrated backup and recovery.

Easily launch services with a unified platform and agent —
simple to deploy, manage and scale.
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New Standard of Endpoint Security

Acronis Advanced Security and Acronis EDR are now one ... at no additional charge.

= Traditional security fails. EDR is required to address
increasing number and sophistication of attacks.

= Acronis EDR is now included with Advanced Security and \a W
available to all Acronis partners at no additional charge. /] T

EDR is now available in Advanced Security

= The best solution for MSPs is also the best value, bar none. Endpoint Detection and Response (EDR) is
available for all Advanced Security users at

no extra charge.
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Managed Detection & Response (MDR)

Let the experts monitor and react 24/7 to incidents in Acronis EDR for you.

Faster Don't get Save time Experienced Focus on core
response flooded and teams business
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Outsource some or all Triage incidents, escalate MDR handles alerts in Get expert help with You focus on customers
response actions in real when needed. the middle of the night new incidents. and building your business.
time and stop attacks fast. or around the clock.
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Extended Detection & Response (XDR)

XDR is the solution:

= Visibility

= Threat hunting

= Efficient remediation
= Integrated

= Automate response

= Threat intelligence

Acronis

Example use-case: Malicious email

= User opened malicious email containing password stealer.

=  AV/EDR terminates the malware, but credentials were
already stolen.

= XDR finds corresponding email and blocks it for all.

= XDR disables the Azure user until password is reset.

XDR provides the bigger picture and complements protection
actions across the full infrastructure.

EDR

(%)

+XDR

®
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Acronis

EDR and XDR Demo
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Acronis EDR and XDR

Product Demo



Continuous theme:
scalability and performance

jIil Faster console

-« Efficient agents

¥ Scalable global data centers

- Extended troubleshooting tools
oty

“  Expect more performance




Get protected
today

Enable Advanced Security for all
endpoints under your management
to make sure you are ready to protect
your customers against the modern
cyber threats
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Thank you!



