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Microsoft 365
identity and
control-plane
attacks

9 real-world threats, what they exploit
and how MSPs can reduce risk with
Acronis SPM

Modern Microsoft 365 attacks increasingly target the control plane — identities, OAuth
applications, permissions, sessions, and configurations — rather than endpoints.

Across recent real-world incidents, attackers used legitimate authentication flows, excessive
permissions, weak access controls, and misconfigurations to gain persistent access to
Microsoft 365 tenants.

This checklist summarizes:

= The attack techniques used in real incidents.
= What attackers exploited.

= The Microsoft 365 controls recommended to reduce risk.

= How Acronis SPM helps MSPs continuously monitor and enforce
secure posture across tenants.
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LEARNERS GUIDE

1. Password spraying attacks

. Real-world incident How Acronis SPM helps
Midnight Blizzard (2024). .A‘ - |dentifies MFA gaps.

. - Detects insecure authentication settings.
Attack technique ) , o
Monitors baseline deviations across

tenants.

»
°
o«

Password spray attack against a legacy

non-production tenant account. . . _
- Helps MSPs remediate weak identity

What was exploited configurations before they become

] - Weak credentials. attack paths.

l’ - No MFA on a legacy account.

Security controls to reduce risk

- Enforce MFA.

- Eliminate weak passwords.

- Disable legacy authentication paths.

- Monitor sign-in anomalies.

Baselines Baseline details X
SK partner Customer Category Y coovie autoremediaion 42 Edic
Contoso - ~v | Apply
@ Al custom:
Q Authentication Method Policy - Microsoft Authenticator
(2) monrmorNG
Controls how Microsoft is used for push and which users it applies to, and whether additional
Category Baseline status security details (app name, location, companion apps) appear in authentication prompts. Lear
O oevices
A Mailbox Audi 2
udit Mailbox Audit Log assed i s
[ Microsorass
MANAGEMENT Authentication & Authorisation Adrmin Consent Workllow © Deviated iR o s
Hasuilnes Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated S © oevioted
s Authentication & Authorisation Authentication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged D. © Deviated
State Enabled Enabled Passed
Authentication & Authorisation Conditional Access Policy - Block Legacy Authentication © Deviated
‘Allow use of Microsoft Auth. Enabled Disabled © Deviated
(Configuration Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unisupported Device Access. © Deviated
Include Targers All Users Auth merhad (any) All Users Auth methad (any) passed
Authentication & Authorisation Conditional Access Policy - Enforce MFA © Deviated
MANAGEMENT
Exclude Targets None None Possed
Authenticarion & Authorisarion Conditional Access Policy - No persistent Browser Sessions © Deviared
SOFTWARE She licati st Defaul Enabled © Deviated
\ow application name - Sta etault Enable eviate
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Client Apps © Deviated i
) Show application name - inc. Al Users AlUsers Passed
TS Authentication & Authorisation Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device. © Deviated
Show application name - Ex. Passed
Authentication & Authorisation Conditional Access Policy - Restrict Access To Azure Portal © Deviated
SETTINGS
Show geographi location Defaulc Enabled © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated
_ Show geographic location - | AlUsers Allusers Possed
Authentication & Authorisation Conditional Access Policy - Securing Security Info Registration © Deviated
Show geographic location Passed
Authentication & Authorisation Conditional Access Policy - Sign-In Risk-Based Multifactor Authentication © Deviated
Companion applications - St Default Enabled © Deviated
Authentication & Authorisation Customer Lockbox © Deviated
Companion applications - In Alusers Allsers Passed
Authentication & Authorisation Password Policy © Deviated
Companion applications - £ Passed
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated
Authentication & Authorisation User Consent sextings © Deviared
Email Security Automatic Forwarding - Block © Deviated

Emal security Default Hosted Outbound Spam Filter Policy passed
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2. Token forgery and session abuse

. Real-world incident How Acronis SPM helps

Storm-0558 (2023). L * Helps standardize MFA and Conditional

Access posture.

Attack technique - |dentifies identity configuration drift.

»
°
o«

Forged authentication tokens used to

_ » Supports enforcement of secure admin-
access cloud email accounts.

access baselines.

What was exploited * Reduces adjacent tenant-side identity

. exposure.
| + Token-validation weaknesses. P

- Signing-key abuse.
- Limited visibility into anomalous token
usage.

Security controls to reduce risk

- Harden identity posture.

- Enforce MFA and Conditional Access.
- Restrict app consent.

- Protect privileged access.

- Monitor token and session anomalies.

Baselines Baseline details X
SK Partner Customer. Category: EEEY oo suoremeaiauon 48 Eaie
Contoso - ~ | Apply
ch a Conditional Access Policy - App Enforced For Devices.

MONITORING
This Conditional Access Policy blocks Or restricts access to SharePaint, OneDrive, and Exchange confent from unmanaged d

ces. It helps

Category Baseline Status prevent dala leakage by ensuring that only managed and compliant devices can access sensitive organizational data.
DEVICES
Audit Mailbox Audit Log Passed enant =
MICROSOFT 365
MANAGEMENT Authentication & Authorisation Admin Consent Workflow © Deviated Autoremediation © visebled
jon & Au : Lcation Method Policy - mail O )
CreTen Authentication & Authorisation Authentication Method Policy - Emall 019 © eviated St ——
Authentication & Authorisation Authentication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged D. © Deviated
_ Display Name AP0 - Application Enforc © Devisted
Authenticarion & Authorisation Conditional Access Pollcy - Block Legacy Authentication © Deviated
state enabled © veviated
Configuration Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access © Deviated
Include Users ; Al © Deviated
Authentication & Authorisation Conditional Access Policy - Enforce MFA © Deviated
MANAGEMENT
Include Roles © Deviated
Authentication & Authorisation Conditional Access Policy - No persistent Browser Sessions © Deviated
SOFTWARE e e
% nclude Groups eviate
MANAGEMENT Authentication & Authorisation Conditional Access Pollcy - Require Approved Client Apps © Deviated P
_ _ Include Guest Or Cxternal U © Devisted
EROTECHON Authenticarion & Authorsation Conditional Access Pollcy - Require Complilant Or Hybrid Azure AD Joined Device. © oeviated
Exclude Users © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Azure Portal © Deviated
SETTINGS
Exclude Roles © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated
Exclude Groups © Deviated
Authentication & Authorisation Conditional Access Policy - Securing Security Info Registration © Deviated
Exclude Guest Or Fxrernal U © Deviared
Authentication & Authorisation Conditional Access Policy - Sign-In Risk-Based Multifactor Authentication. © Deviated
Include Applications Office365 © Deviated
Authenticarion & Authorisarion Customer Lackbox © Deviared
Session Control Use app enforced restrictions © Deviated
Authentication & Authorisation Password Policy © Deviated
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated
Authentication & Authorisation User Consent Setings © Deviated

Email Security Automatic Forwarding - Block © Deviated
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3. Session hijacking and AiTM phishing

. Real-world incident How Acronis SPM helps

Multiple real-world incidents. b - Detects driftin Conditional Access

posture.

Attack technique - Helps maintain secure access-policy

baselines.

»
°
o«

Session cookie theft through reverse-proxy

phishing. -+ Supports standardization of identity and

. device-access controls across tenants.
What was exploited

] - Stolen authenticated session cookies.
l’ - Weak Conditional Access enforcement.

- Lack of device-based access restrictions.

Security controls to reduce risk
- Require compliant or managed devices
- Enforce Conditional Access.

= Monitor anomalous session behavior.

- Use Continuous Access Evaluation where

available.

Baselines Baseline details
Customer; Category [ crovic autoremediation 42 caic
Contoso - ~ | Aoy
Q Conditional Access Policy - Require Approved Client Apps
() wmonorING
This Conditional Access Policy requires users to access resources only through approved client apps or apps protected by app protection
Category Baseline Status policies. It helps ensure that organizational data is accessed securely and only through trusted applications. Learn more
O oevices
Audit Mailbox Audit Log Passed renant conoso
MICROSOFT 365
MANAGEMENT Authentication & Authorisation Admin Consent Workllow © Deviated P— e
Hasaines Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated e © oeviated
it Authenricarion & Autharisarion Authenticarion Method Policy - Microsoft Authenticator © Deviared
Name Current value Required value status
Gaselng taplates Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged D. © Deviated
Display Name CAPOOT7 - Require Approved © Devisted
e T Authentication & Authorisation Conditional Access Policy - Block Legacy Authentication © Deviated
State enabled © Deviated
Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access © Deviated
Include Users Al © Deviared
Authentication & Authorisation Conditional Access Policy - Enforce MFA © Deviated
MANAGEMENT
Include Roles © Deviated
Authenticarion & Autharisarion Condirional Access Policy - No persistent Rrowser Sessians © neviared
SOFTWARE ki EE—
include Groups eviate
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Client Apps © Deviated P
. Include Guest Or External U. © Deviated
PROTECTION. Authentication & Authorisation Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device. © Deviated
Exclude Users © Deviated
Authentication & Authorisation Conditional Access Policy - Resurict Access To Azure Portal © Deviated
SETTINGS
Exclude Roles © Deviared
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated
Exclude Groups © Devioted
Authenticarion & Autharisation Condirional Access Policy - Sectiring Security Info Registration © Deviated
Exclude Guest Or External U. © Deviated
Authentication & Authorisation Conditional Access Policy - ign-In Risk-Based Multifactor Authentication. © Deviated
Grant approvedApplication.compli Deviated
Authentication & Authorisation Customer Lockbox © Deviated . P! °
Include Platforms android,i0s © Deviated
Authentication & Authorisation Password Policy © Deviated
Cilent App Types an Deviared
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated PP TYPe °
Authenticarion & Autharisarion User Consent sertings © neviared
Email Security Automatic Forwarding - Dlock © Deviated
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4. Token replay attacks

Real-world incident How Acronis SPM helps

Multiple real-world incidents. P - Helps MSPs continuously monitor

authentication posture.

» 4 Attack technique - Detects baseline drift around Conditional
[ ]

Reuse of stolen Primal’y Refresh Tokens. Access and session Conﬂguration'

+ Supports enforcement of secure identity

What was exploited ,
and access baselines.

t - Lack of token / session protection.
l’ - Weak session enforcement.

Security controls to reduce risk

- Enforce Token Protection where supported.
- Use Conditional Access session controls.

- Restrict access from unmanaged devices.

Acronis
P Baselines Baseline details X

Contoso v v | Apply
@ All customers

a Conditional Access Policy - No persistent Browser Sessions
(<) MoNITORING

This Conditional

s Policy prevent

< from maintaining persistent browser sessions, requiring them to re-authenticate more

Category Baseline Status

frequently. It helps reduce the risk of unauthorized access from shared or unmanaged devices. Learn more
B oevices
Audit Mallbox Audit Log passed
tenant Contoso
(1] GRS
i i fl
Gt Authentication & Authorisation Admin Consent Workflow © Deviated Haiopremediiion o
e e Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated — F——
T Authentication & Authorisation Authentication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
e s Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged D © Deviated
Display Name CAPOO3 - Prevent Persistent © Deviated
Baseline templates Authentication & Authorisation Conditional Access Policy - Block Legacy Authentication © Deviated
State enabled © Deviated
ConTelraton Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access © Deviated
Include Us Al © Deviated
Authentication & Authorisation Conditional Access Policy - Enforce MFA © Deviated
MANAGEMENT
Include Roles © Deviated
Authentication & Authorisation Conditional Access Policy - No persistent Browser Sessions © Deviated
SOFTWARE & ® Deldi
: Include Groups eviate
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Client Apps © Deviated ¥
Inclue Guest Or External U © Deviated
EROTECIOn Authentication & Authorisation Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device. © Deviated
~ Exclude Users © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Azure Portal © Deviated
SETTINGS
Exclude Roles © veviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © odeviated
Exclude Groups © Deviated
Authentication & Authorisation Conaitional Access Policy - Securing Security Info Registration © vevated
Exclude Guest Or External U. © Deviated
Authentication & Authorisation Conditional Access Policy - Sign-In Risk-Based Multifactor Authentication. © Deviated
Persistent Browser never © Deviated
Authentication & Authorisation Customer Lockbox © veviated
Authentication & Authorisation Password Policy © Deviated
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated
Authentication & Authorisation User Consent Settings © Deviated
Email Security Automatic Forwarding - Block © Deviated

Email Security Default Hosted Outbound Spam Filter Policy Passed
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5. OAuth consent phishing

Real-world incident How Acronis SPM helps

A

Multiple real-world incidents. b + Standardizes authorization-related

controls.

Attack technique - Detects drift from approved application-

Malicious application consent grants. consent policies.

+ Helps MSPs maintain secure Microsoft

What was exploited o
365 authorization posture across tenants.

t - Unrestricted user consent.
- Weak application governance.

Security controls to reduce risk
+ Restrict user consent.
- Require admin approval for applications.

- Allow only verified publishers and low-risk
permissions.

Baselines Baseline details X
Cistones caregory B crobicouoremesiadon 4 Edic
Contaso v ~ | apply
Q Conditional Access Policy - Block Unknown Or Unsupported Device Access
(@ wmonmorinG
Users willbe blocked from accessing company resources when the device type is unknown or unsupported. Learn more
category Baseline status
O oevices
Tenant Contoso
Audit Mailbox Audit Log Passed
MICROSOFT 365 Auto-remediation Disabled
MANAGEMENT Authentication & Authorisation Admin Consent Workflow © Deviated
Status © Deviated
eselnts Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated
Authentication & Authorisation Authentication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged D. © Deviated -3
Display Name CAP0O - Enforce Block Unk. © Devisted
Authentication & Authorisation Conditional Access Policy - Block Legacy Authentication © Deviated
State enabled © Deviated
Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access. © Deviated
Include Users Al © Deviated
Authentication & Authorisation Conditional Access Policy - Enforce MFA © Deviated
MANAGEMENT Include Roles © Devisted
Authentication & Authorisation Conditional Access Policy - No persistent Browser Sessions © Deviated
Include Groups © Deviated
SOFTWARE
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Client Apps Deviated
YA IE Cep 2 ° Include GuesL Or External U © Deviated
Althentication & Autharisation Conditional Access Palicy - Require Compliant Or Hybrid Azure AD Joined Device Deviated
PROTECTION Y= P ¥ ° Exclude Users © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Azure Portal © Deviated il S el
e sclude Roles eviare
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated ~
Exclude Groups © Deviated
Authentication & Authorisation Condional Access Pollcy - Securing Securly Info Registration © Devarea
Exclude Guest Or External U, @ Deviated
Authentication & Authorisation Conditional Access Policy - Sign-in Risk-Based Multifactor Authentication. © Deviated
Include Plarforms Allall © Deviared
Authentication & Authorisation Customer Lockbox © Deviated
Exclude Platforms android 05 mac05,windows © Deviated
Authentication & Authorisation Password Policy © Deviated
Grant Controls block © Deviated
Authentication & Authorisation SharcPoint Modern Auth Enforced © Deviated
Authentication & Authorisation User Consent Settings © Deviated
Email Security Automatic Forwarding - Block © Deviated

Emall Security Default Hosted Outbound Spam Filter Policy Passed




6. OAuth app abuse and Graph API data exfiltration

. Real-world incident Security controls to reduce risk

Multiple real-world incidents. - Audit application permissions regularly.

- Investigate unusual Graph activity.

Attack technique . ,
- Review apps authorized by external

API-based data access and exfiltration through users

over-permissioned applications. A

. N
What was exploited - Helps maintain governance over app

| - Excessive Graph permissions. permissions and consent posture.

l’ - Poor visibility into app behavior. - Detects authorization drift and
unmanaged app exposure.

>
o
fo

How Acronis SPM helps

- Unmanaged application access.

Security posture Risk dashboard X
13} 1eenans @) 35 tenant baseine sevitons
Baselines
£ All cust
Q Tenant baselines & passed © 35 deviared

@ wonmoRnG

Name Tenant baselines Users

Baseline categories

B oevices Contoso © 35 deviations 34
Audit 1 passed ©  odeviated
(1) Gl
MANAGEMENT
Authentication & Authorisation 0 passed ©  18deviared
Contieiaver Email Security 3 passed ©  6deviated
Sy poses General 1 passed O odeviated
Baseline templates Intune 0 passed ©  6deviated
Mobile Access 0 passed ©  1deviated
Remote Access 2 passed ©  odeviated
[ manacement Sharing 1 passed ©  4devated
SOFTWARE
MANAGEMENT User account risks
@ PROTECTION MFA © 29 affected user accounts
Admin mallboxes © s affected user accounts
8% sermnes
Anonymous admins ©  Gaffected user accounts
Shared mailboxes © 1 affected user account
Dormant accounts No affected user accounts
Dormant adrmins No affected user accounts

Guests No affected user accounts
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7. Privilege escalation and excessive role abuse

. Real-world incident Security controls to reduce risk
Multiple Entra ID Privilege Escalations / - Apply least privilege.
Midnight Blizzard. - Restrict standing admin access.
, Attack technique - Review privileged roles continuously.
fo N Privilege escalation through excessive How Acronis SPM helps
standing admin privileges. e - |dentifies excessive admin roles and
privilege exposure.
What was explolted - Helps MSPs standardize secure role
1] - Too many Global Admins. posture across tenants.
¥ - Privilege creep. - Supports enforcement of identity and

- Weak role governance. authorization baselines.

Compliance Posture Summary

Baselines

Current Posture Summary (All time)

Tenant Group
Passing: 8 Passing:
Deviating: 35 Deviating: -

Posture Summary (In this period) *

Tenant Baselines Posture Summary Chart

I Deviating Controls [l Compliant Controls [l Monitored Controls
10
—
30
10
s
0
S S L & &
§ & & & g
© o o «
A A 0 i
Q! At D Y. [
v v v

Group Baselines Posture Summary Chart

I Dcviating Controls [l Compliant Controls [l Monitored Controls

Please noted that baseline created/passing were not recorded before 27/09/2022.
Only Deviations after this date will be accurate.
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8. SharePoint and OneDrive exposure

Real-world incident How Acronis SPM helps

Multiple real-world incidents. P - Continuously validates sharing posture

against baselines.

Attack technique - Detects risky sharing configurations.

Excessive or accidental external sharing. - Reduces long-term configuration drift

What was exploited across tenants.

1 - Weak sharing governance.
- Overly permissive external access settings.

Security controls to reduce risk

- Configure organization-level external sharing
policies.

- Restrict sharing where required.
- Review sharing posture regularly.

Baselines Baseline details X
Authentication & Authorisation Sharepoint Modern Auth Enforced © veviatea
R coobie autoremedition 42 e
Authentication & Authorisation User Consent Settings © Deviated
£} All custom
Email Security Automatic Forwarding - Block © Deviated
Global Default Sharing Policy
() MoNIToRING
Fmall Securiry Defauir Hosted Outhound Spam Filter Policy passed
Controls the organisation-wide sharing level for SharePoint and OneDrive. This setting defines the maximum external sharing allowed across
the tenant and governs how sers can share files, folders, and Sites. | earn more
O oevices Email Security DKIM Signing For Defaut Domain © Deviated
Emall security Mall Auto Forwarding © veviated Tenant Lantoso
Q Mcosorss
MANAGEMENT i b kot
Email Security Malicious Attachment Types Filter Policy - DEPRECATED Passed Auto-remediation el
Baselines dt vi
Email Security Malware Internal Sender Fiter Notification Policy - DEPRECATED Passed S ©'pevista
Email Security Preset EOP Policy (Standard) © Deviated
Name Current value Required value Status
Baseline templates
Email Security Preset EOP Policy (Strict) © Deviated
Content can be optionally s. Anyone Existing guests © Deviated
Security
Email Security Standard Default Anti Phishing Policy © Deviated
Content can be optionalys. Anyone Existing guests © Deviated
Configuration
General Security Defaults Policy Passed
Default File and Folder Shar. Anyone with the link Specific people (only the pe. © Deviated
[ manncevent Intune Androld Entrprise - Compliance Poly © oeviated
Default Sharing Link permis; Anyone with the link has NO. View © Deviated
|2 sorwARe Intune 105/iPados - Compliance Policy © Deviated
A et Viewer Activity in OneDrive Enabled Enabled Possed
intune MAC 05 - Compliance Policy © Deviared
Viewer Aty in sharepoint Fnabled Fnabled passed
© rrorecrion
Intune Windows 10 Or Later - Compliance Policy © Deviated
& sermines intune. Windows 10 or larer Configurarion Pollcy - Rlock Password Saving in Google Chr © neviared
intune Windows 10 or later Configuration Policy - Block Password Saving In Microsoft € © Deviated
Mobile Access Default Mobile Device Mailbox Policy © veviated
Remote Access Modern Authentication Possed
Remote Access SMTP Access Passed
Sharing Anonymous Links Expiry © Deviated
Sharing External (Guest) Users Resharing © Deviated
Sharing Global Defautt Sharing Policy © Deviated
Sharing SharePoint Block Infected Files Download © Deviated

Sharing SharePoint Storage Warning Passed
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9. Audit and investigation gaps

. Real-world incident How Acronis SPM helps

Incident Investigations. b * Helps MSPs monitor audit-related

configuration posture.

Attack technique - Detects drift in logging and audit settings.

Post-compromise activity hidden by

- Supports ongoing investigation and
insufficient auditing.

compliance readiness.
] What was exploited
l’ - Missing or incomplete audit evidence.
- Weak investigation readiness.

Security controls to reduce risk

- Keep Microsoft Purview auditing enabled.

- Ensure investigators have appropriate access.
- Maintain audit-search readiness.

Baselines Baseline details X
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated
[ crobic autoremediation 4t caic
Authentication & Authorisation User Consent Settings © Deviated
@ Allcustomers g
EmailSecuri Automatic Forwarding - Block Deviated i i
mail Security utomatic Forwarding - Blod © Deviotes MAC 05 Coripliancs Policy
(2) MoNIToRING
Email Security Default Hosted Outbound Spam Filtr Policy Passed Compliance policy for MAC S devices Learn more
O osvices Gt
MICROSORTS6S Email Security Mail Auto Forwarding © Deviated Kitoramediation © Disabled
D Lncenenr
Email Security Malicious Attachment Types Fier Policy - DEPRECATED Passed St —
Baselines
Emall Security Malware Internal Sender Filter Notification Policy - DEPRECATED Passed
WS Name Current value Required value Status
Email Security Preset EOP Policy (Standard) © Deviated
Baseline templates Display name MAC OS - Compliance Policy © Deviated
Emall security Preset FOP Policy (strict) © Deviated
Description Compliance policy for Mac © Deviated
Emall Security Standard Default Anti Phishing Policy © Deviated
Configuration Require system integriy pr. Required © Deviated
General Security Defaults Policy Passed
MANAGEMENT Minimum OS version 12 © Deviated
intune Android Enterprise - Compliance Policy © Deviated
Maximum 05 version © Deviated
SOFTWARE intune. 105/iPad0s - Compliance Policy © Deviated
MANAGEMENT
Minimum OS build version 214559 © Deviated
Intune MAC 05 - Compliance Policy © Deviated
PROTECTION Maximum 0S build version © nDeviared
Intune Windows 10 Or Later - Compliance Policy © Deviated
SETTiNG Require a password to unlo. Required © Deviated
SETTINGS Intune Windows 10 or later Configuration Policy - Block Password Saving In Google Chr. © Devisted
Simple passwords Allowed Block © Deviated
Intune Windows 10 or later Configurarion Policy - Block Password Saving In Microsoft . © Deviated
Minimum password length s © Deviated
Mobile Access Defoult Mobile Device Mailbox Policy © Deviated
Password type alphanumeric © Deviated
Remote Access Modern Authentication Passed
Number of non-alphanume. 1 © veviated
Remote Access SMTP Access Passed
Maximum minutes of inacti Not configured 15 minutes © Deviated
Sharing Anonymous Links Expiry © Deviated
jord expiration (days) 365 © Deviated
Sharing External (Guest) Users Resharing © Deviated
Number of previous passwo s © Deviated
Sharing Global Default Sharing Policy © Deviated
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What these attacks have in common How Acronis SPM helps MSPs
Across all incidents: reduce risk

- Entry is identity-based. - Centrally manage Microsoft 365 posture

- Persistence is configuration-based. across tenants.

- Impact is tenant-wide. - Continuously monitor security posture

against baselines.

- Detect new risks and configuration drift
automatically.

Why continuous posture - Apply reusable baseline templates.

management matters - Automate and streamline remediation.
- Simplify onboarding and offboarding

Modern Microsoft 365 attacks succeed when: oTame,

- Misconfigurations persist. - Standardize Microsoft 365 security

- Security posture drifts over time. posture at scale.

- Visibility gaps remain unnoticed across tenants.

Explore how Acronis
SPM helps MSPs secure

Microsoft 365 at scale

Scan to book an Acronis SPM demo
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