AcCronis

Guideline: How to set up
two-factor authentication

Acronis Partner Portal

Use the following instructions to set up two-factor authentication for all Acronis Partner Portal users.

1. Inthe “Sign in” page, access the “Forgot password” functionality by clicking “Forgot password”:
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2. Fillinthe “Login” field with your login name and click the “Send instructions” button:

Forgot Password
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3. Check your mailbox, locate the email from “noreply@partners.acronis.com” and click the “Reset
your password” link. Be aware the link is only valid for three hours. If it expires, repeat steps 1and 2.

Acronis

Dear Partner,

Click on the link below to reset your password for the Acronis Partner Portal

I, 1 i i5 valid for three hours.

Reset your password

Kind regards
Acronis Partner Team
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https://partners.acronis.com/login

4. Fillin the “New password” and “Confirm new password” fields with a new password that meets the
criteria required and click the “Submit” button.

Reset password

New Password

Confirm New Password

rd” and “Confirm Password’

5. Go back to the Partner Portal login page and sign in with your login and new password.

6. You will be prompted to set up the two-factor authentication. For this, install or open any
authenticator app (Microsoft Authenticator, Google Authenticator, Duo Mobile or any other) on
your mobile phone. You will need to either scan the QR-code or enter the code manually.
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Enter Confirmation Code

Confirm Password

You will need to log in again to the Partner Portal, now using 2FA. You will need to:

Log in again using your username (email) and password.

b. Fillinthe “Authentication code” field with the code generated in your application and reconfirm your
password. When done filling in the fields, click “Verify.”
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Two-Factor Authentication

Authentication code

Confirm password
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Frequently asked questions

1. What data should [ fill in the "Confirm password" field? Should | enter my password twice to sign in?
Yes. On the “Sign in” page, you need to enter your current password in the “Password” field. You will
then reenter your password in the “Two-factor authentication” page in the “Confirm password” field to
access the Partner Portal.

Sign in S
Two-Factor Authentication
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Forgot Password
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2. | already have two-factor authentication for my Acronis Cyber Protect Cloud account. Do | also
need to set it up for my Partner Portal account?

Yes, if you are going to use your login and password to sign in to the Partner Portal (instead of SSO),
you'll need to set it up.

3. What should | do if | lose, break or replace my device with the authentication app?

If your device with the authentication app was lost, broken or replaced (e.g., if you got a new phone),
please contact us by filling out the “Contact us” form located at the bottom of the Partner Portal login
page. Describe your issue, and we will reset your two-factor authentication as well as your Partner
Portal password. You will receive an email with a password reset link. Once you set a new password,
you'll be able to sign in and set up two-factor authentication again.

4. What should | do if I'm having trouble setting up two-factor authentication or logging in?

If you're unable to sign in to the Partner Portal or experience any issues while setting up two-factor
authentication, you can use the “Contact us” option by clicking the link at the bottom of the login page
and filling out the form.
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