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Complete cyber protection for
virtual workspaces

WHAT'S THE IMPORTANCE?

The amount of sensitive corporate data being accessed by workloads
outside organizational control is on the rise. So is the attack surface
that the IT team has to safeguard. What's worse, due to the increased
sophistication of modern cyberthreats, any access point can be
vulnerable to malware attacks that can destroy or alter files and inject
malicious code.

In response to this complex reality, Citrix - a leader in remote
workspaces - and Acronis - a leader in edge and endpoint cyber
protection - have joined forces to better address today's complex and
evolving cyberthreat landscape, while reducing the complexity for
clients and their own operations.

GAIN THE ACRONIS-CITRIX WORKSPACE ADVANTAGE

The integration of Acronis Cyber Protect Cloud with Citrix Workspace,
made possible through the APIs and SDKs of the Acronis Cyber Platform,
adds advanced cybersecurity capabilities that enhance Citrix's existing
privacy and security measures. As a result, Acronis Cyber Protect Cloud
secures endpoints with real-time protection that uses Al-based static and
behavioral heuristics, as well as on-demand antivirus, anti-ransomware,
and anti-cryptojacking technologies to prevent direct attacks against the
Citrix Workspace app.

Www.acronis.com

AcCronis

ABOUT ACRONIS CYBER PROTECT CLOUD

The only single-agent solution that natively
integrates cybersecurity, data protection,
and management to protect endpoints,
systems, and data.

THE WORLD’S BEST BACKUP AND
RECOVERY

Full-image and file-level backup and recovery
safeguard workloads on more than 20
platforms — with near-zero RPOs and RTOs.

ENHANCED WITH ESSENTIAL CYBER
PROTECTION AT NO ADDITIONAL COST

Advanced Al-based behavioral detection
engine stops malware, ransomware, and
zero-day attacks on client endpoints
and systems.

PROTECTION MANAGEMENT BUILT FOR
SERVICE PROVIDERS

Enable thorough post-incident
investigations and proper remediation,
while keeping costs down by collecting
digital evidence and storing it in a secure
central repository.
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COMPLETE CYBER PROTECTION WITH ACRONIS
CYBER PROTECT CLOUD

Improved productivity

Citrix Workspace empowers productivity by promoting an
engaged workforce and flexible experience for businesses. With

a single pane of glass for all cyber protection functionalities, auto-
discovery of devices, and remote agent installation, Acronis Cyber
Protect Cloud adds visibility and simplifies interactions. Increase
performance with antivirus scans of backups, reduce downtime
with fail-safe patch management, and boost automation with auto-
allowlisting, and agent-less backups for Citrix virtual environments.

Strengthened security

Acronis and Citrix complement each other to strengthen your
resilience and enable you to deliver the security clients are
looking for at every layer of the workspace technology stack.
Easily identify risks and improve security by assessing a device's
protection status with built-in #CyberFit scoring. Get industry-
leading, next-generation continuous data protection of user
profiles, applications, files, and best in class malware and
ransomware prevention, detection, and recovery to mitigate any
risk of data loss and downtime.

Extended intelligence

Leverage the power of Acronis-Citrix joint intelligence to
transform your digital workspace. With smart protection plans
based on Acronis threat alerts, Al/ML-based threat detection
and behavior analysis, hard disk drive failure prediction, and fast
and precise investigations with forensic-rich backups, you can
achieve a comprehensive defense for every level of the cyber
protection framework.

DEDICATED GO-TO-MARKET AND TECHNICAL SUPPORT

Get pre- and post-sales support from a designated team of
marketing and sales specialists, by enrolling in the Acronis #CyberFit
Partner Program. Designed to help you thrive, the partner program
also grants you access to an all-new Partner Portal and exclusive
training and certification courses. Additionally, you can rely on
Acronis technology experts and business consultants to help you
build an efficient business case, design your cyber protection plan,
and quickly roll out services with minimal risk and costs.

Learn more at
Www.acronis.com
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Applied protection plan: 1

Citrix Protection

Backup

Entire machine to Cloud storage, Monday to Friday at 01:30 PM

Antivirus & Antimalware protection

Self-protection on, Real-time protection on

URL filtering
0 denied, 44 allowed

Vulnerability assessment
Microsoft praducts, Windows third-party products, at 09:05 AM, Sunday through Satur.

Patch management
Microsoft and Windows third-party products, at 02:15 PM, only on Monday

Data protection map

66 extensions, at 04:00 PM, Monday through Friday

Citrix Protection plan has been
applied
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#CyberFit Score:

Try some of the suggestions below to improve it

Anti-malware

@ You have anti-malware protection enabled

175

175

0

‘o

Backup

You have a backup solution protecting your data

Firewall

You have a firewall enabled for public and private networks

Virtual Private Network (VPN)

No VPN solution was found, your connection to public and shared networks is not

secure

Disk encryption
No disk encryption was found, your device is at risk from physical tampering

NT LAN Manager (NTLM) traffic

Outgoing NTLM traffic to remote servers is not denied, your credentials may be
vulngrable to expasure

X

Add plan

@ What is #CyberFit Score?
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