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Operation WordDrone
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Hi Support, I have an incident triggered from 
winword.exe and cannot figure out how the 

document loaded. Please help!

How Did It All Begin?
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On disk

winword.exe

Is Anything Playing 
Hide and Seek?

wwlib.dll
 (Loader)

random filename and 
extension
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Research Result – A Stealthy Backdoor Discovered

On disk

winword.exe

wwlib.dll
 (Loader)

random filename
 (Encrypted Payload)

In memory

wwlib.dll
 (Loader)

wwlib.dll loads
encrypted payload

Install.dll

Shellcode

ClientEndPoint.dll

winword.exe

EDR silencing

Command &
Control



131© Acronis 2025

WordDrone Summary

Exploiting 10+ year old 
Winword via side-loading

Using a digital signature 
valid for 3 years

Silencing popular EDR 
products

Highly sophisticated targeted attack 
against Taiwanese Aerospace

Command and Control is 
protected by Cloudflare, 

but located in Taiwan

Stealthy operation with 
in-memory footprint
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Scripting with Nietzsche
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Modern modular multi-stage delivery

Stage 4Stage 3Stage 2Stage 1

Malicious VBS Final payloadPs1 loaderBatch file dropper
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The threat research process

Deceptive email with RAR archive 
attachment

“Citación por embargo de 
cuenta.vbs” 
(Summons for account garnishment)

200 KB in size with encrypted payload
Heavily obfuscated
Drops Batch file
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The threat research process

Batch (.bat) dropper
Heavily obfuscated
Constructs and runs Powershell script

Powershell script extracts and 
decodes final payload from the Batch

Heavily obfuscated code.
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The threat research process

Final Payload is an executable heavily 
obfuscated with custom.NET Packer

Exe is loaded indirectly into the memory 
via RunPE in helper dll library

Payloads are variants of DCRat backdoor 
or Rhadamantys infostealer
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The threat research process

Indicators of compromise

Cross-campaign analysis

Documentation and communication
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Indicators of compromise.
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Attacking with Nietzsche   

"There is always some madness in love. 
But there is also always some reason 
in madness."

"In individuals, insanity is rare; but in 
groups, parties, nations, and epochs, 
it is the rule."

“In heaven, all the interesting people 
are missing.”
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SideWinder 
(cyberserpent)

The Acronis Threat Research Unit 
uncovered a new Sidewinder APT 
campaign.

The target is high-level government 
institutions in Sri Lanka, Bangladesh 
and Pakistan.
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Spear-phishing + geo-fencing!

Usage of older (working) vulnerabilities

Top detection evasion techniques

Objective — to steal information

Precision Micro-targeting 
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Attack kill chain
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Don’t accept gifts 
from strangers

1. Disable Macros and External Content 
Loading.

2. Block or restrict execution of mshta.exe, 
wscript.exe, and powershell.exe.

3. Deploy behavioral detection rules.
4. Enforce network-level filtering.
5. Apply all security patches .
6. Use EDR/XDR solutions like Acronis.
7. Security Awareness Training a must.

Full report 
coming soon 

to the TRU blog.
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Why does this matter?
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Italy
May 22, Milan 
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