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Incidents 27

hreatstatus evertty Investigation sate Posicutylevel @ Created
© Not mitigated © Notstarted 010 Apr 19, 2023 10:53:52:092
CYBERKILL CHAIN  ACTIVITIES
Legend v D
S Workload 1
£+ Process 8
B Fle 1574 -
& Network 6 -
B Regsty EIEN
Involved 1641 -
Suspicious activity 2 -
® Malicious threat 8 -
* Incident trigger 1
Attack stages v
Execution @

® Apr 19, 2023 10:39:56:300
Suspicious activity detected with process (powershellexe
® Apr 19, 2023 10:39:56:382
Suspicious activity detected with process ( powershellexe
® Apr 19,2023 10:39:56:616
Suspicious activity detected with process ( powershellexe
® Apr 19, 2023 10:40:29:270
Process ( powersheilexe | is abusing PowerShell commands and
scripts for execution.

Impact @
® Apr 19,2023 10:40:29:839
Process (Gatdhons

)is encrypting data and files on specific systems.

Execution ©
® Apr 19,2023 10:51:45:188
Suspicious activity detected with process ( powersheltexe
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Reaa fle [l conmostaxe
Read fle & ariow
Read fle B ariow
Read fle B mscoree a
Read fle B
Read fle o = an
Reaa fle B mmszow
Read fle B oyl
Read fle B mws2ou
Read fle B
Reaa fle

Read fle B propyeat
Read e B ol
Read fle B
Read fle D
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[GEIESIUNTIEN © Remediate entire incident

o Q patch.exe X

OVERVIEW  RESPONSE ACTIONS  ACTIVITIES

Security analysis for process

verdict (Waieraus threat)

o HIGH
[ Data Encrypted for Impact
. Tad mpact
2 of detection  Adversaries may encrypt data on target
systems or on large numbers of systems in a
network to interrupt availabiliy to system and
netwark resources. They can attempt to
render stored data inaccessible by encrypting
files or data on local and remote drives and
withholding access to a decryption key. This
may be done in order to extract monatary
compensation from avictim in exchange for
decryption or a decryption key (ransomware)
orto render data permanently inaccessible in
cases where the key is not saved or
transmitted.
Detection date Apr 19,2023 10:40:29:839448
Reputation
VirusTotal [2 GotoVirusTotal
Gaogle [2 GotoGoogle
Details
Type Process
Name patchexe
PID 13208
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