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Office — cmd.exe —> wscript.exe
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svchostexe — wmiprvse.exe (WMI) — powershell.exe

Office —> taskeng.exe FAEESS) —> powershell.exe

11T KOVTER K FHE9T

1 2 3 4 5
] ] ] ] ] N
(N A A N A
L3 >]. >}
b o
(L] (53] (2 o
KOVTER @i 1k 4R ERREATFEM shell TR ETRMARN CEERAEHBTHA Shell REBIGERL
HEIK AR AR TS R S registry32.exe ¥z,
BY, 7£ PowerShell #12 ZOH R EERI AT
F5EN shell 53 A EEERIER URL

—BENITENZERE, TEME (HEZBENRFFIREE) JEREXHN, gt fBLX
T, RIBMEENET, EMOAIERANFRFEET. HNEBUUER, EEXHNESLSERE
B, FEXETERMARSEMEE TR Windows Management Instrumentation (WMI) 1, WMI 2
Microsoft flIER—AME, BTFEDEIE Windows IHE RSN HNGE TN AEF.

RE, ATHRITERMERNE, MEFLBEXEAMASGEZIAE, XETATUREELELTENNA
2%, %0 Microsoft Word (VBScript) 8 certutil.exe, BJLUEEERIE E NI XL EENN BEFET,
RE ] ISR HEX N A LI TR R iR (E. LEIEEIR Microsoft PowerShell 1 Windows
Management Instrumentation TEB#MEIEIL 2B FILBE M, £ PowerShell G, B@EFHERAR/NG
AR E ZHABRE N EIRNGFPRHMRFERRITXERAR, FRETAEFPRITHGSITHRESW FFIR:
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