AcCronis

Data privacy

Ll

I n 2 02 5 B A survey to explore consumer
B views on cyber protection



Table of contents

I Introduction
@ Data privacy in 2025 survey: The data
Data privacy attitudes and behaviors
Backup practices
Data breaches
Phishing, malware and ransomware
Mobile device security
Cybersecurity software usage and challenges
Cybersecurity awareness
@ Conclusion
® Methodology

© O O O o W

13
15
16
16



Introduction

Three decades or so into mainstream use of the internet, much has
changed. Consumers have shifted from using a single desktop or laptop
computer for surfing to using multiple devices to shop, bank, chat and

share media of all kinds.

The expansion of digital footprints and data collection
has also brought cyberthreats that menace consumers
every time they go online. Data Privacy Day, observed
onJanuary 28, serves as an important reminder of the
growing need for data protection. Failing to safeguard
critical information can lead to severe financial and even
personal consequences.

How do consumers feel about cyberthreats in this
dangerous era? What do they know about data
protection, and what are they doing to keep their
information safe? Acronis posed questions to nearly 2,500
consumers across eight countries to understand public
perceptions of data protection and the steps individuals
are taking to safeguard their personal information through
cybersecurity practices. The findings and trends are
detailed in this report.

Consumer cybersecurity practices have come a long
way, but still have far to go

The survey reveals that many consumers are becoming
more sophisticated in their understanding of security

threats, with 64% of global respondents putting data
breaches at the top of a list of privacy concerns. And
many are taking at least some proactive steps to protect
their data.

However, notable gaps in how consumers approach
data privacy are evident, with nearly 30% finding security
tools too difficult to set up and manage, and almost half
admitting they don't worry about data protection at all.

There are also gaping holes in consumers’ cybersecurity
practices: About 35% of respondents said they don't back
up data regularly, and 4% don't even know what backup
means.

Critical observations

The Acronis Data Privacy in 2025 Survey explores
consumer attitudes toward cybersecurity and examines
how everyday users protect themselves online. Some
broad trends emerged, with a few revealing a paradox
between thinking and behavior, and others indicating
that consumers still aren’t protecting themselves as
completely as they should.



Key findings:

Solid adoption of backup practices: Two
thirds of respondents (66%) back up their data
regularly, and 9% don't back up their data at all.

High engagement with privacy tools, lingering
privacy worries: AImost 60% of respondents
use antivirus software, while 36% rely on
firewalls and 24% use VPNs. Nevertheless, 64%
of respondents cite data breaches as their top
concern.

= Awareness and adoption of basic
cybersecurity practices: More than two thirds
(68%) of respondents use strong, unique
passwords, but 21% of respondents only
update passwords when prompted.

Challenges with cybersecurity software
complexity: Almost 30% of respondents find
security tools difficult to set up or manage, and
26% report false positives.

= Appreciation of cybersecurity features not
backed by usage: Real-time threat detection
(43%) and malware protection (41%) are the
most valued features. However, the number of
respondents using those features is smaller.

Low awareness and adoption of mobile
security: Forty-three percent of users use a
mobile security app, but 35% report they are
unfamiliar with mobile security solutions.

Prevalence of cyber incidents: A quarter of
respondents have experienced data loss or
theft, and nearly 24% have been victims of a
data breach.

Behavioral differences among age groups:
Younger respondents (under 35) reported
more breach incidents than older age groups
(55-64).




Data privacy in 2025
survey: The data

Data Privacy Day provides an opportunity to gauge consumer sentiment
toward a topic that'’s critically important, but sometimes misunderstood.
Survey responses reveal concern among consumers about cybersecurity
that they don’t always necessarily back up with behavior. Awareness is
stronger in some areas than in others; for instance, adoption of and attitudes
toward mobile security lag despite the prevalence of smartphones.

Data privacy attitudes and behaviors

Many, but not all consumers are worried about
data privacy

Most respondents understand the importance of
protecting data, but a surprising number are blasé

about it. When asked to measure the importance of data
security on a scale of one to 10 — 10 being the most
important — more than 60% of respondents identified
themselves as believing security is very important, about
a quarter said protecting data is only somewhat important
and more than 10% said it wasn't important at all.

When asked how concerned they are about the security
of their personal data, fewer than half of respondents
showed strong concern for protecting their confidential
information, while one in five reported not being very
concerned at all. If more than half of consumers are only a

little worried about data protection or not concerned at all,

cyberattackers have a long list of potential victims.

Data privacy behavior shows deviation from
best practices

Two thirds (68%) of consumers say they are using strong,
unigue passwords, but fewer than half of respondents
(46%) reported using two-factor authentication (2FA),

an essential tool for protecting passwords and online
identity. Public Wi-Fi remains an issue, with almost 70% of
respondents saying they don't avoid using. Four in 10 say
they're cautious when clicking on links or downloading
email attachments, which could represent growth in the
level of phishing and malware awareness.

Updating and remembering a new password is an
essential cybersecurity best practice that continues to
elude consumers. About 40% of respondents update
their passwords less frequently than once a year, and
about 30% either wait until they're forced to, or don't
update at all.



Percent

What data privacy best practices do you regularly follow? Select all that apply.
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20 I I

0
Use strong, Enable Regularly Limit the Review and Avoid using Be cautious Regularly review Check for Exclusive /
unique two-factor update apps amount of adjust privacy public Wi-Fi when clicking and delete website security None of the
passwords for  authentication  and devices personal settings on for sensitive on links or unused apps or (look for HTTPS) above
each account (2FA) where information devices and activities downloading accounts before entering
possible shared online apps attachmentsin personal
emails information

Backup practices

Consumers understand that data backup is important, The excellent news is that roughly half of consumers

but only one third perform backups regularly understand that the cloud, which has geographically

A strong majority of respondents reported backing up dispersed data centers managed by organizations, is a
data at least somewhat regularly, with 33% backing up safer backup option than a physical device. External hard
daily or weekly and 33% doing it monthly or a few times drives and other local devices are subject to physical

a year. However, 18% of respondents back up only when disasters such as fires and hurricanes as well as to theft.

they remember or after a major update, and 4% don't
know what backup means.

How often do you back up your important data? Where do you back up your data to?

5.8% R B o

I plan to start I'm not sure A combination | don't back up

backing up my what backing of cloud and my data

data up data means external device

6.2% 32.9% 12.5% 44.8%

| don't currently Regularly (e.g., Locally on my To the cloud

back up my daily or weekly) computer or (e.g., Google

data another device Drive, iCloud,
Dropbox)

18.3% 32.8% 25.7%

Only when| Occasionally To an external

remember or (e.g., monthly ora device (e.g,,

after a major few times a year) external hard

update drive, USB

drive)
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Some of the data revealed in these responses is
contradictory. Almost 10% of respondents said they don't
back up their data at all, but only about 2% said data
backup isn't important at all. Another 5% said data backup
isn't very important, so there must be some respondents
who find data backup important but still don't do it.

How important is it for you to have a backup of
your personal data (from devices like smartphones,
laptops, tablets, desktops, external hard drives, etc.)?

5.1% B 2%
Not very O Not important
important atall
18.8% 37%
Somewhat Extremely
important important
36.7%

Very important

Everybody wants to preserve photos and videos, so

the answers to a question about which files are the
most important to back up don't come as a surprise.
However, little more than half of users report backing up
documents, which is surprising.

While emails and documents can include critical business
and personal information — and be of greater monetary
value — protecting personal photos is the chief priority for
73.8% of consumers. Fifty-four percent cite documents
and contacts as their top priority, and 33.1% say protecting
text messages is most important.

Only a third of respondents say email is the top priority,
possibly because their emails rest on a provider's servers
in the cloud and aren’t obvious targets for backup.
Nevertheless, email is a critically private channel that
consumers should consider backing up elsewhere.

o=

What types of files on your devices are most important for you to back up? Select all that apply.

80
60
40
20 I
0
Photos and Contacts Text messages Documents
videos (SMS or chat (e.g., PDFs,
apps) notes, office
files)
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App data Music and Emails Other

audio files
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Data breaches

Consumers are most concerned about data breaches and Unauthorized access to personal information (53%) and
unauthorized access, and many have already been victims phishing or scam attempts (49%) follow closely behind.

Responses to questions about data privacy concerns What these numbers reveal is that consumers have a
are among the headlines of the survey, with 64% of more sophisticated understanding than they used to of
respondents citing data breaches as their top concern. the nature of online threats.

What are your biggest concerns regarding data privacy? Select all that apply.

80

60

40
20 I I
0

Data breaches Online tracking Unauthorized Phishing or Sharing of data Stolen Government | don't have major
or hacking and targeted access to scam attempts with third parties passwords surveillance concerns about
ads personal without consent or private data privacy
information information

Perhaps the most surprising result is that a quarter of users report data theft or loss, and more than 9% don't know
whether they've lost data or had it stolen. Data theft can go on for weeks or months before consumers know it's
happening, so they could be unaware that they're in the grip of a cyberattack at any moment.

Have you ever had your personal data lost or stolen? Have you ever been a victim of a data breach?

9.4% 25.3% 11.5% 23.5%
Don't Know Yes Don't Know Yes
65.3% 65%

No No

As for data breaches, 656% of consumers said they have not been a victim, and 12% of consumers said they don’t know.
It's possible that those who say they haven't been breached might have been without realizing it.
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Phishing, malware and ransomware

While most consumers say they’ve avoided data theft, others have fallen victim to email threats and
malicious websites

Phishing, malware and ransomware are among the most widespread attack vectors, with each of those
affecting roughly 20% of consumers. About 7% of respondents said they'd suffered more than one attack,
with malware (49%) and phishing (42%) being the most common, and 50% of consumers said they've never
experienced phishing, malware or ransomware. This high number could be a result of phishing and malware
often going undetected by security software and unnoticed by consumers.

Have you ever been attacked by ransomware, malware or phishing? Select all that apply.

60

40

20

Yes, ransomware (Malicious Yes, malware (Software Yes, phishing (A fraudulent Yes, | have experienced No, I have never been

software that locks or encrypts designed to harm or damage attempt to steal your personal more than one of these attacked by ransomware,
your files and demands your computer or steal your information, usually through fake (ransomware, malware or malware or phishing
payment to unlock them) personal information) emails or messages) phishing)

If more than one, which ones did you experience? Select all that apply.

60

40

20

o

Ransomware Malware Phishing I'm not sure
which one(s)

Email is still the preferred channel for ransomware attacks: 35% of consumers who fell victim to ransomware
did so via email. But the percentage of respondents who experienced a ransomware attack from visiting a
malicious welbsite (34%) is equally high. It speaks, perhaps, to users not doing due diligence before visiting
websites. Pop-ups and downloads were the third highest source (22%) of ransomware attacks, and 9% of
consumers were not sure how they became victims.

Blale )
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If ransomware, how did it happen?

9.2% 0.2%

I'm not sure how it Other

happened

21.7% 35%

Through a Through

pop-up or anemail

download attachment
orlink

33.9%

By visiting

amalicious

website

As for malware attacks, software downloads were the
largest source of infection (28%), while USB drives

or external devices were the source of 15%. Also of

note is that 15% of respondents don't know how they
encountered malware, which shows how subversive
cyberattacks can be, and that basic defenses such

as antivirus and anti-malware might not be enough to
protect users. Defense in depth, with multiple methods of
protection in use, is a better strategy.

If malware, how did it happen?

15.9%

I'm not sure how it
happened

14.8%

Through
aninfected

0.4%

Other

27.6%

Through a
software
USB drive or download

external device

41.3%

By visiting
a malicious
website

Phishing emails were once relatively easy to spot, but they
look deceptively credible now — free of grammar and
spelling errors. That's true in part because Al is helping
cyberattackers create increasingly convincing phishing
emails and text messages. Phishing emails and text
messages were the source of 45% of attacks, revealing
the difficulty many consumers have in determining what
is legitimate and what isn't. Links, too, are easier for

attackers to mask, as 25% of respondents who clicked on
a suspicious link probably now know.

While businesses make for more lucrative targets,
attackers do target consumers. Nearly a quarter of
respondents reported having fallen victim to attacks.
Malware and phishing remain the biggest threats to
consumers, though.

If phishing, how did it happen?

10.4% 0.4%
ﬁr;wpnpcgnsgée how it Other
18.9% 45%

A fake email or
text asking for
personal info

A fake website
pretending to
be a trusted
service

25.3%

Clickingon a
suspicious link
orad

Because no security tool is foolproof, users need to be
aware of the warning signs of phishing scams, including
urgent language, unexpected links or unfamiliar senders.
They should verify links by carefully hovering the cursor
over them before clicking — or just not clicking at all — and
be cautious about entering personal information online.

Fe
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Mobile device security

Many consumers are in the dark about mobile device security

Survey responses show that only about 30% report having more than four devices at home. Nevertheless,
mobile devices are firmly entrenched as part of consumers’ lives, with about 70% of respondents reporting
having more than two devices. How well consumers are securing those devices is another question.

How many personal devices (such as smartphones,
laptops, tablets or desktops) are in your household?

i:::%dewces ‘ ‘ 3:13:1/2
6.8% 30.6%
7-8 devices 1-2 devices
17.7% 38.8%
5-6 devices 3-4 devices

Do you currently use a mobile security application to
protect your device?

42.9%

Yes

24.8%

Don't know

32.4%

No

Mobile security is so critical in an era when phones have become extensions of many people’s arms, but
a significant number of respondents aren't protecting mobile devices at all. These consumers seem more
aware of the threat of a cyberattack involving a laptop or computer, although smartphones are ubiquitous

and in much wider use.

VW.acronis.com
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A quarter of respondents say they don't know whether or not they have mobile security. Fewer than half

(43%) say they use security applications for mobile devices, and almost a third (32%) say they do not,
meaning they're leaving mobile data wide open to theft.

The good news is that some critical elements of mobile security have decent uptake among those who

protect their devices. More than half of consumers have anti-malware protection for mobile; however, none
of the other features comes close to reaching the 50% mark, so consumers have a way to go before they
really lock down their devices.

If yes, which features do you currently use to protect your device? Select all that apply.

60

40
20

Device lock and Anti-malware
remote wipe protection

Anti-phishing
protection

Safe browsing
(URL filtering)

Virtual private
network (VPN)

0 I I I I I I

App allowlist /
denylist

Traffic limits Network Device

(e.g. restricting  security security (e.g.,

data usage in protection from

roaming mode) unauthorized
access)

Almost one fifth (19%) of consumers rely on their mobile operating systems to protect their devices.
Unfortunately, mobile operating system security on its own doesn’t provide comprehensive protection.
Furthermore, 35% of respondents don't know anything albbout mobile security applications, so some
consumers are putting blind trust in mobile devices to protect their data.

If no, why are you not using a mobile security
application on your mobile device? Select one.

1.7%

Mobile security
apps are too
expensive

6.5%

| prefer not to
use them for
other reasons

[+)
6.4%
Mobile security
apps slow down
or drain my
device's battery

18.7%

I trust my mobile

operating system
provides enough
protection

NWW.acronis.com

1.1%

Other

25%

| believe my
mobile device is
not vulnerable to
attacks

34.6%

I'm not familiar
with mobile
security
applications
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Cybersecurity software usage
and challenges

Most consumers rely on antivirus and firewalls for protection, but cybersecurity tools present challenges

Almost 10% of respondents don't do anything to protect themselves online. Many users rely solely and

heavily on antivirus applications. Other essential means of protection, including firewalls, password
managers and 2FA, all fall well below a 50% usage number. Antivirus is just one element of cyber protection.

Defense in depth is critical, and consumers should be using every tool on this list.

Which tools do you use to protect yourself against cyberthreats and to secure your data? Select all that apply.

60

40

2

o

0

Antivirus
software

Firewall
(software or
hardware)

Virtual private
network (VPN)

Password
manager

Two-factor
authentication

(2FA)

Encryption
tools (for files or

Ad blockers or

anti-tracking

communications) tools

Backup Secure browsing | don't use Other
services (cloud tools (e.g, any specific

or external using HTTPS or  tools to protect
storage) private browsing myself

modes)

A paradox appears in the answers to a gquestion about security software usage. Firewalls top the list of most
valuable methods of protection, and yet only about 36% of consumers use them. Users understand the value
of many of the tools on this list, but might not know whether they use them or not. Given the prevalence of
phishing attacks, it's surprising to see phishing protection so low on the list.

Tools such as VPNs and antivirus software can enhance privacy, but no single tool or capability provides a
complete defense.

What features do you find most valuable in a cybersecurity tool? Select all that apply.

60

40

0]

Firewall
(Protects
against
unauthorized
access
toyour
network)

Malware
protection
(Defends
against
viruses,
spyware,
ransomware,
etc)

Real-time
threat
detection
(Identifies
and mitigates
threatsinreal
time

Automatic
updates
(Ensures the
software is
always up
to date with
the latest
security
patches)

Ease of use
(Simple to
navigate
and
configure)

VPN (Virtual
private
network
forsecure
internet
connections)

Phishing
protection
(Guards
against
email and
web-based
phishing
attacks)

Password
manager
(Stores and
encrypts
your
passwords
securely)

Multidevice
protection
(Supports

multiple
devices, like

computers,
tablets and

phones)

Data
encryption
(Encrypts
sensitive
data to

Safe

browsing
(Warns of
or blocks
malicious

protectit from websites)

unauthorized
access)

Identity theft ~ Other
protection
(Monitorsand
safeguards

your personal
information)



Percent

Percent

DATA PRIVACY IN 2025 14

Almost 30% of respondents said security tools are complex or hard to use. Twenty-eight percent said
security slowed their system or device, and a quarter of consumers said that security tools produced too
many false positives. This indicates that many security tools might be both complex and too sensitive — or
perhaps too hard for consumers to configure themselves. Additionally, 25% of respondents find security
applications expensive.

What challenges do you face when using cybersecurity software? Select all that apply.

30
20
10 I I I I
0 I
Complex Too many Software Lack of High cost of Frequent Incompatibility Difficulty in Concerns Not enough Idon'tuse any Other
setup or false positives  slows down adequate subscription  updates or with other managingor  about privacy protection cybersecurity
difficulttouse (e.g., software my systemor customer or licensing notifications software or configuring or data against new software
flags safe files device support or thatare devices security collectionby  oremerging
or sites as resources disruptive settings the software  threats
threats) provider

Ease of use and speed are huge factors for consumers, with storage space placing second in importance.
Consumers are sending a clear message that they won't put up with slow computing and difficult interfaces.
They would rather just not back up their data in many cases — a dangerous and unwise choice.

What features are most important to you when choosing a backup solution? Select all that apply.

50

40

30

20

10 I I

0
Ease of use Storage Encryption for  Speed of File versioning  Multidevice Datarecovery  Cost Customer Brand Other
capacity data security backup and (keeping support (ability options effectiveness supportand reputation and
recovery previous to back up data service trust

versions of from multiple
files) devices)

Users don't want to spend a lot of time backing up data, and they don’t want to find it difficult to do. Storage
space, which some users might find too expensive, is the greatest obstacle to data backup. In fact, nearly
20% of consumers cited cost as a challenge to backing up data. But speed and ease of use are essential.

ww.acronis.com Copyright © 2002-2024 Acronis International GmbH
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How likely are you to use a new cybersecurity and Price is important, but it's not everything. About 35%
data protection product if it offers better protection of consumers indicated not being interested even in a
at alower cost? cheaper solution for storing and protecting data. Still, the
majority would like better protection for less money.
0, O,
3.3% ‘ ‘ 3% There is a clear $100 per-year ceiling for consumers with
Very unlikely lam not i s
interested in regard to spending on backup. Almost 17% don't have
O using a new .
product a budget and might not have backup tools at all. But
5.4% 29% $100 seems to be the tipping point at which consumers
Somewhat Very likely decide that data protection and backup are important
likel
e enough to purchase.
23.2% 36%

Neutral Somewhat likely

Cybersecurity awareness

Protecting data is a daily commitment

The Acronis Data Privacy in 2025 Survey shows that while many consumers are moving in the right

direction, there are still areas where they could improve both attitudes and behaviors, while also continuing
cybersecurity education.

The good news is that interest in cybersecurity education appears to be growing. Video has emerged as
the preferred medium for learning about online safety, surpassing written materials, with 44% of respondents
seeking information through online videos and 38% reading online articles and blogs. These numbers
suggest that accessible, engaging resources could play a critical role in raising consumer awareness.

How do you stay informed about online safety and cybersecurity best practices?
Select all that apply.

50

40
30
20
10
0
I read online | watch online | listen to podcasts | follow social media | don't actively seek Other
articles and blogs videos or attend webinars accounts related to information about
cybersecurity or data online safety
protection
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Conclusion

Data Privacy Day serves as an annual reminder of the critical importance of safeguarding personal
information and maintaining strong data privacy. It's a wake-up call for consumers who may lack awareness
of good cybersecurity habits or aren't consistently practicing the habits they know they should. However,
protecting data and staying informed about data protection best practices shouldn't be a once-a-year effort
— it requires continuous attention to understand and improve cybersecurity habits.

But there are still behavioral gaps that put consumers at risk. Consumers need to take control of their digital
lives by engaging in positive cybersecurity behaviors, including using strong passwords, backing up data
regularly, improving phishing awareness and practicing defense in depth.

Methodology

Acronis surveyed 2,480 general-population consumers aged 18—-64 in eight countries, including the U.S,,
the U.K,, Germany, France, Italy, Spain, Japan and Brazil.

In which country do you currently reside? What is your age range?

12.7% 12.5% 14.5% 14.8%
Brazil us. 55-64 18-24
12.5% 12.3%

Japan U.K. 20% 24.8%
12.5% 12.5%

Spain Germany 25.9%
12.5% 12.5%

Italy France

www.acronis.com Copyright © 2002-2024 Acronis International Gmb
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About Acronis

Acronis is a global cyber protection company that provides natively integrated cybersecurity,
data protection, and endpoint management for managed service providers (MSPs), small

and medium businesses (SMBs), and enterprise IT departments. Acronis solutions are highly
efficient and designed to identify, prevent, detect, respond, remediate and recover from
modern cyberthreats with minimal downtime, ensuring data integrity and business continuity.
Acronis offers the most comprehensive security solution on the market for MSPs with its unique
ability to meet the needs of diverse and distributed IT environments.

A Swiss company founded in Singapore in 2003, Acronis has 45 locations across the globe.
Acronis Cyber Protect is available in 26 languages in 150 countries and is used by over 20,000
service providers to protect over 750,000 businesses. Learn more at www.acronis.com.
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