ACronis

Ataques de
identidade e do

plano de controle
no Microsoft 365

Nove ameacas reais, seus alvos e como
0s MSPs podem reduzir o risco com o
Acronis SPM

Os atagues modernos ao Microsoft 365 tém se direcionado cada vez mais ao plano de controle —
identidades, aplicativos OAuth, permissdes, sessdes e configuracdes — em vez de endpoints.

Recentemente, em incidentes reais, os invasores usaram fluxos de autenticacdo legitimos, permissdes
excessivas, controles de acesso fracos e configuracdes incorretas para conseguir acesso permanente a
locatarios do Microsoft 365.

Esta lista de verificacdo resume:

= astécnicas de ataque usadas em incidentes reais;

* 0 que os invasores exploraram;

= 0s controles do Microsoft 365 recomendados para reduzir o risco;

= como o Acronis SPM ajuda os MSPs a monitorar continuamente e
aplicar uma postura segura em todos os locatarios.
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MONITORING

DEVICES

MICROSOFT 365
MANAGEMENT

Baselines

Configuration

MANAGEMENT

SOFTWARE
MANAGEMENT

PROTECTION

SETTINGS

Incidente real

Midnight Blizzard (2024).

Técnica de ataque

Atague de password spraying contra uma
conta de locatario legada e de ndo producéo.

O que foi explorado
- Credenciais fracas

- Auséncia de MFA em uma conta legada

Controles de seguranca para reduzir o risco

- Aplicacdo de MFA

- Eliminacdo de senhas fracas
- Desativacao de processos legados de

autenticacao

- Monitoramento de anomalias de login

Baselines

Customer:

Contoso

Category

Audit

Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Email Security

Email Security

Category:

Baseline

Mailbox Audit Log

Admin Consent Workflow

Authentication Method Policy - Email OTP

Authentication Method Policy - Microsoft Authenticator

Conditional Access Policy - Application Enforced Restrictions For Unmanaged D.

Conditional Access Policy - Block Legacy Authentication

Conditional Access Policy - Block Unknown O Unsupported Device Access

Conditional Access Policy - Enforce MFA

Conditional Access Policy - No persistent Browser Sessions

Conditional Access Policy - Require Approved Client Apps

Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device.

Conditional Access Policy - Restrict Access To Azure Portal

Conditional Access Policy - Restrict Access To Microsoft Admin Portal

Conditional Access Policy - Securing Security Info Registration

Conditional Access Policy - Sign-In Risk-Based Multifactor Authentication.

Customer Lockbox

Password Policy

SharePoint Modern Auth Enforced

User Consent Settings.

Automatic Forwarding - Block

Default Hosted Outbound Spam Filter Policy

Como o Acronis SPM ajuda

A - |dentifica lacunas de MFA
- Detecta configuracdes inseguras de
autenticacao

- Monitora desvios da referéncia entre
locatarios

- Orienta os MSPs a corrigir configuracdes
fracas de identidade antes que elas se

tornem caminhos de ataque

Baseline details

EEREY oo cucoremediation 48 Edic

~ | Apply
Authentication Method Policy - Microsoft Authenticator
Controls how Microsoft is used for push and
status security details (app name, location, companion apps) appear in authentication prompts. Learn more
sz Tenant Contoso
© Deviated Autoremediation Disabled
Deviated
© Deviates Stas © Deviated
© Deviated
Name Current value Required value
© Deviated
State Enabled Enaled
© Deviated
Allow use of Microsoft Auth. Enabled Disabled
© Deviated
Include Targets Al Users Auth method (any) All Users Auth method (any)
© Deviated
Exclude Targets None None
© Deviated 8
Show application name - ta Default Enabled
© Deviated o
Show application name - Inc. AlUsers Allusers
© Deviated PP
Show application name - Ex
© Deviated Pp!
Show geographic location Default Enabled
© Deviated geograp
Show geographic location - | Alusers Alusers
© Deviated Brap!
Show geographic location -
© Deviated geograp
Companion applications - St Default Enabled
© Deviated panon app!
Companion applications - In Alusers Alusers
© Deviated panion ape!
Companion applications - £
© peviated " i
© Devied
© Deviated
Passed

which users it applies to, and whether additional

Status
passed
© Deviated
Passed
Passed
© Deviated
passed
Passed
© Deviated
passed
Passed
© Deviated
Passed

Passed
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SK Partner

@ All customers

@ wonmorne
O oevces

(1) s
MANAGEMENT

Baselines,

Configuration
MANAGEMENT

SOFTWARE
MANAGEMENT

PROTECTION

SETTINGS

Incidente real
Storm-0558 (2023).

Técnica de ataque

Tokens de autenticacdao falsificados usados
para acessar contas de e-mail na nuvem.

O que foi explorado

- Vulnerabilidades na validacdo de tokens
- Abuso de chaves de assinatura
- Visibilidade limitada do uso anbmalo de

tokens

Controles de seguranca para reduzir o risco

- Fortificacdo da postura de identidade

- Aplicacdo de MFA e do acesso condicional
- Restricdo do consentimento de aplicativos

-+ Protecao do acesso privilegiado
- Monitoramento de anomalias de tokens e

sessdes

Baselines

Customer:

Contoso

Category
Audit

Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation

Emal Security

Category.

Baseline

Mailbox Audit Log,

Admin Consent Workflow

Authentication Method Policy - Email OTP

Authentication Method Policy - Microsoft Authenticator

Conditional Access Policy - Application Enforced Restrictions For Unmanaged D..

Conditional Access Policy - Block Legacy Authentication

Conditional Access Policy - Block Unknown Or Unsupported Device Access

Conditional Access Policy - Enforce MFA

Conditional Access Policy - No persistent Browser Sessions

Conditional Access Policy - Require Approved Client Apps

Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device.

Conditional Access Policy - Restrict Access To Azure Portal

Conditional Access Policy - Restrict Access To Microsoft Admin Portal

Conditional Access Policy - Securing Security Info Registration

Conditional Access Pollcy - Sign-In Risk-Based Multifactor Authentication.

Customer Lockbox

Password Policy

SharePoint Modern Auth Enforced

User Consent Settings

Automatic Forwarding - Block

v Apply

Status
Passed
© Deviated
© Deviated
© Deviared
© Deviated
© Deviated
© Deviared
© Deviated
© Deviared
© Deviated
© Deviated
© Deviated
© Deviated
© Deviated
© Deviared
© Deviated
© Deviated
© Deviated
© Deviated

© Deviated

Como o Acronis SPM ajuda

- Padroniza a postura de MFA e acesso
condicional

- |dentifica desvios na configuracédo de
identidade

- Possibilita a aplicacéo de referéncias
seguras de acesso de administrador

- Reduz a exposicdo adjacente a
identidade do locatario

Baseline details

Conditional Access Policy - Appli Enforced ictions For Devices.

This Conditional Access Policy blocks or restricts access to SharePoint, OneDrive, and Exchange content from unmanaged devices. It helps
prevent data leakage by ensuring that only managed and compliant devices can access sensitive organizational data. Learn more

Tenant Contoso
Auto-remediation Disabled

Status © Deviated

Name Current value Required value Status
Display Name CAPO0S - Application Enfort. © Deviated
State enabled © Deviated
Include Users Al © Devared
Include Roles © Devated
Include Groups © Deviated
Include Guest Or External U © Devated
Exclude Users - © Deviated
Exclude Roles © Deviated
Exclude Groups © Devated
Exclude Guest Or External U © Deviated
Include Applications Office365 © Deviared
Session Control Use app enforced restrictions © Deviated



. Incidente real Como o Acronis SPM ajuda
Varios incidentes reais. A - Detecta desvios na postura de acesso
condicional
Técnica de ataque - Ajuda a manter as referéncias da politica
Roubo de cookies de sessdo por meio de de acesso seguro

‘ phishing com proxy reverso. Possibilita a padronizacéo dos controles
de identidade e acesso ao dispositivo
entre locatarios

»
°
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O que foi explorado
- Cookies de sessdo autenticados roubados
1 - Aplicacdo fraca do acesso condicional
l’ - Falta de restricdes de acesso por dispositivo

Controles de seguranca para reduzir o risco

- Exigéncia de dispositivos compativeis ou
gerenciados

- Aplicacdo do acesso condicional

- Monitoracao do comportamento anémalo
da sesséo

- Uso da avaliacdo continua de acesso
quando disponivel

Baselines Baseline details
Customer category EEEY oo auoremediaton 48 it
Contoso . ~ | apply
arc Qa Conditional Access Policy - Require Approved Client Apps
@ wonrorn
This Conditional Access Policy requires users to access resources only through approved client apps or apps protected by app protection
Category Baseline Status policies. It helps ensure that organizational data is accessed securely and only through trusted applications. Learn more.
O oevices
Audit Mailbox Audit Log Passed enant contoso
MICROSOFT 365
MANAGEMENT Authentication & Authorisation Admin Consent Workflow © Deviated Auto-remediation —
BT Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated Status © pevisted
e Authentication & Authorisation Authentication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged . © Deviated
Display Name CAPOO7 - Require Approved © Deviated
Authentication & Authorisation Conditional Access Policy - Block Legacy Authentication © Deviated
State enabled © Deviated
Configuration Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access © Deviated
Include Users Al © Deviated
Authentication & Authorisation Conditional Access Policy - Enforce MFA O Deviated
MANAGEMENT
Include Roles © Deviated
Authentication & Authorisation Conditional Access Policy - No persistent Browser Sessions © Deviated
SOFTWARE e © deses
include Groups eviate:
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Client Apps © Deviated
Include Guest Or External U. © Deviated
R Authentication & Authorisation Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device. © Deviated
Exclude Users © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Azure Portal © Deviated
SETTINGS
Exclude Roles O Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated
Exclude Groups © Deviated
Authentication & Authorisation Conditional Access Policy - Securing Security Info Registration © Deviated
Exclude Guest Or External U, © Deviated
Authentication & Authorisation Conditional Access Policy - Sign-In Risk-Based Multifactor Authentication. © Deviated
Grant approvedapplication,compli Deviated
Authentication & Authorisation Customer Lockbox © Deviated o o i °
Include Platforms android,05 O Deviated
Authentication & Authorisation Password Policy © Deviated
Client App Types all O Deviated
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated PR
Authentication & Authorisation User Consent Settings © Deviated
Email Security Automatic Forwarding - Block © Deviated




SK Partner

@ wonmorne
O oevices

(1) ClEmEmes
MANAGEMENT

Security posture
Users

Baselines

e templates

Configuration

MANAGEMENT

SOFTWARE
MANAGEMENT

PROTECTION

SETTINGS

Incidente real

Varios incidentes reais.

Técnica de ataque

Reutilizacao de tokens de atualizacdo primaria

roubados.

O que foi explorado

- Falta de protecao de token/sessao
- Aplicacao fraca da sesséo

Controles de seguranca para reduzir o risco
- Aplicacdo da protecdo de token quando

permitida

- Uso de controles de sessao do acesso

condicional

- Restricdo do acesso de dispositivos néo

gerenciados

Baselines

Customer.
Contoso

Category
Audit

Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Emall Security

Email Security

Category:

Baseline
Mailbox Audit Log

Admin Consent Workflow

Authentication Method Policy - Email OTP

Authentication Method Policy - Microsoft Authenticator

Conditional Access Policy - Application Enforced Restrictions For Unmanaged D.
Conditional Access Policy - Block Legacy Authentication

Conditional Access Policy - Block Unknown Or Unsupported Device Access
Conditional Access Policy - Enforce MFA

Conditional Access Policy - No persistent Browser Sessions

Conditional Access Policy - Require Approved Client Apps

Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device.
Conditional Access Policy - Restrict Access To Azure Portal

Conditional Access Policy - Restrict Access To Microsoft Admin Portal
Conditional Access Policy - Securing Security Info Registration

Conditional Access Policy - Sign-In Risk-Based Multifactor Authentication.
Customer Lockbox

Password Policy

SharePoint Modern Auth Enforced

User Consent Settings

Automatic Forwarding - Block

Default Hosted Outbound Spam Fier Policy

~  Apply

status

passed

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

© Deviated

Passed

Como o Acronis SPM ajuda
- Orienta 0s MSPs a monitorar

continuamente a postura de autenticacéo

- Detecta desvios da referéncia do acesso
condicional e da configuracdo da sessao

- Possibilita a aplicacédo de referéncias
seguras de identidade e acesso

Baseline details

Conditional Access Policy - No persistent Browser Sessions

This Conditional Access Policy prevents users from maintaining persistent browser sessions, requiring them to re-authenticate more

frequently. It helps reduce the sk of unauthorized access from shared or unmanaged devices. Learn more

Tenant Contoso
Auto-remediation Disabled

Status © Deviated

Name Currentvalue Required value

Display Name CAPOO3 - Prevent persistent.
State enabled

Include Users All

Include Roles

Include Groups

Include Guest Or External U

Exclude Users

Exclude Roles

Exclude Groups

Exclude Guest O External U.

Persistent Browser never

Status

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

© © © © © © © © © © ©

Deviated



. Incidente real Como o Acronis SPM ajuda

Varios incidentes reais. A - Padroniza controles relacionados a
autorizacao

s Técnica de ataque - Detecta desvios das politicas de
Do ¥ Concessdes maliciosas de consentimento de consentimento de aplicativo aprovadas

< aplicativo. - Orienta 0s MSPs a manter uma postura
segura de autorizacao do Microsoft 365

O que fol explorado entre locatarios

t l, - Consentimento irrestrito do usuario
- Governanca fraca de aplicativos

Controles de seguranca para reduzir o risco

- Restricdo do consentimento do usuario

- Exigéncia de aprovacao para aplicativos
pelo administrador

- Autorizacdo apenas de editores verificados e
permissdes de baixo risco

Baselines Baseline details X
SK Partner Customer Category: Enable auto-remediation 4 Edit
Contoso « [ < Apply
@ Al
Searc Q Conditional Access Policy - Block Unknown Or Unsupported Device Access

@ wonoRiG

Users will be blocked from accessing company resources when the device type is unknown or unsupported. Learn more
Category Baseline Status

B oevices
Tenant Contoso
Audic Mallbox Audit Log passed
MICROSOFT 365 Auto-remediation Disabled
MANAGEMENT Authentication & Authorisation Admin Consent Workflow © Deviated
Status © Deviated
CEEiES Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated
Authentication & Authorisation Authentication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged D. © Deviated
Display Name - CAPO04 - Enforce Block Unk © Deviated
Authentication & Authorlsation Conditional Access Policy - Block Legacy Authentication © Deviated
State - enabled © Deviated
Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access © Deviated
Include Users Al © Deviated
Authentication & Authorisation Conditional Access Policy - Enforce MFA © Deviated
MANAGEMENT Include Roles © Deviated
Authentication & Authorsation Conditional Access Policy - No persistent Browser Sessions © Deviated
Include Groups. © Deviated
SOFTWARE
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Client Apps © Deviated
Include Guest Or External U © Deviated
Authentication & Authorisation Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device. Deviated
EROTECTION v & & ° Exclude Users E E © Deviated
Authentication & Authorlsation Conditional Access Policy - Restrict Access To Azure Portal © Deviated rctude o —
seTTINGS xclude Roles © Deviate
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated
Exclude Groups © Deviated
Authentication & Authorisation Conditional Access Policy - Securing Security Info Registration © Deviated
Exclude Guest Or External U. © Deviated
Authentication & Authorisation Conditional Access Pollcy - Sign-In Risk-Based Multifactor Authentication. © Deviated
Include Platforms - Alal © Deviated
Authentication & Authorisation Customer Lockbox © Deviated
Exclude Platforms android, |0, macos windows © Deviated
Authentication & Authorisation Password Policy © Deviated
Grant Controls - block © Deviated
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated
Authentication & Authorisation User Consent settings © Deviated
Emal Security Automatic Forwarding - Block © Deviated

Email Security Default Hosted Outbound Spam Filter Policy passed




6. Abuso de aplicativo OAuth e exfiltracao de dados da API Graph

. Incidente real Controles de seguranca para reduzir o
Vérios incidentes reais. risco
- Auditoria regular das permissdes dos
aplicativos
- Investigacdo de atividades incomuns do
Graph
A - Revisao de aplicativos autorizados por
ari xtern
P - usuarios externos

Técnica de ataque

Acesso e exfiltracdo de dados por APl com
uso de aplicativos com permissdes excessivas

>
o
fo

O que foi explorado Como o Acronis SPM ajuda

 { ’ Permlssq.es. onesswas do Graph - Mantém a governanca sobre permissdes
+ » Pouca visibilidade do comportamento do de aplicativos e postura de consentimento
aplicativo o . . - Detecta desvios de autorizagéo e
- Acesso a aplicativos nao gerenciados exposicao de aplicativos n&o gerenciados

- Melhora a visibilidade da postura de
acesso a aplicativos do Microsoft 365

Security posture Risk dashboard X
Trenanis @) 35 tenant baseline deviations
Baselines
Q b
Tenant baselines 8 passed ©  35deviated

@ wonroRiG

Name Tenant baselines Users

Baseline categories

B oevices Contoso © 35 deviations 34
Audit 1 passed ©  odeviated
(1) et
MANAGEMENT
Authentication & Authorisation 0 passed © 18 deviated
£mall Securlty 3 passed ©  6deviated
Security posture General 1 passed ©  odeviated
BERlE PR intune 0 passed ©  Gdeviated
Moblle Access 0 passed ©  1deviated
Remote Access 2 passed ©  odeviated
MANAGEMENT Sharing 1 passed ©  adevated
SOFTWARE
MANAGEMENT User account risks
PROTECTION MFA ©  29affected user accounts
Admin mailboxes ©  Gaffected user accounts
{6} serines
Anonymous admins ©  6affected user accounts
Shared mailboxes © 1 affected user account
Dormant accounts No affected user accounts
Dormant admins No affected user accounts

Guests No affected user accounts




GUIA PARA APRENDIZES

7. Escalada de privilégios e abuso excessivo de funcoes

Incidente real

Vérias escaladas de privilégios no Entra ID/
Midnight Blizzard.

Técnica de ataque

(]
Pe T Escalada de privilégios por meio de privilégios
. administrativos permanentes excessivos. .A‘
O que foi explorado
1 - Excesso de administradores globais
ly - Crescimento excessivo de privilegios

- Governanca fraca de funcoes

Compliance Posture Summary

Baselines

Current Posture Summary (All time)

Tenant Group
Passing: 8 Passing:
Deviating: 35 Deviating: -

Posture Summary (In this period) *

Tenant Baselines Posture Summary Chart

I Ocviating Controls [l Compliant Controls [l Monitored Controls

Group Baselines Posture Summary Chart

I Ocviating Controls [l Compliant Controls [l Monitored Controls

Please noted that baseline created/passing were not recorded before 27/09/2022.
Only Deviations after this date will be accurate.

Controles de seguranca para reduzir o risco

- Aplicacdo do menor privilégio

- Restricdo do acesso administrativo
permanente

- Revisao continua das funcdes privilegiadas

Como o Acronis SPM ajuda

- |dentifica funcdes administrativas
excessivas e exposicao de privilegios

- Orienta 0os MSPs a padronizar uma postura
segura de funcées em todos os locatarios

- Possibilita a aplicacao de referéncias de
identidade e autorizacao



£3 All customers

@ wonmoRiG
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DEVICES

MICROSOFT 365
MANAGEMENT

Baselines

Users

line templates

MANAGEMENT

SOFTWARE
MANAGEMENT

PROTECTION

SETTINGS

Incidente real
Varios incidentes reais.

Técnica de ataque

Compartilhamento externo excessivo ou

acidental.

O que foi explorado

- Governanca fraca de compartilhamento

- Configuracdes de acesso externo
excessivamente permissivas

Controles de seguranca para reduzir o risco

- Configuracao de politicas de compartilhamento
externo no nivel da organizacao

+ Restricdo do compartilhamento quando

necessario

* Revisdo regular da postura de

compartilhamento

Baselines

Authentication & Authorisation
Authentication & Authorisation
Email Security
Email Security
Email security
Email Security
Email Security
Email Security
Email Security
Email Security
Email Security
General
Intune

Intune

Intune

Intune

Intune

Intune

Mobile Access
Remote Access
Remote Access
Sharing
Sharing
Sharing
Sharing

Sharing

SharePoint Modern Auth Enforced

User Consent Settings

‘Automatic Forwarding - Block

Default Hosted Outbound Spam Filter Policy

DKIM Signing For Default Domain

Mail Auto Forwarding

Malicious Attachment Types Filter Policy - DEPRECATED

Malware Internal Sender Filter Notification Policy - DEPRECATED

Preset EOP Policy (Standard)

Preset EOP Policy (Strict)

Standard Default Anti Phishing Policy

Security Defaults Policy

Android Enterprise - Compliance Policy

105/iPados - Compliance Policy

MAC 05 - Compliance Policy

Windows 10 Or Later - Compliance Policy

Windows 10 or later Configuration Policy - Block Password Saving In Google Chr.

‘Windows 10 or later Configuration Policy - Block Password Saving In Microsoft €

Default Mobile Device Mailbox Policy

Modern Authentication

SMTP Access

Anonymous Links Expiry

External (Guest) Users Resharing

Global Default Sharing Policy.

SharePoint Block Infected Files Download

SharePoint Storage Warning

@ Leviated
© Deviated
© Deviated
passed
© Deviated
© Deviated
passed
Passed
© Deviated
© Deviated
© Deviated
Passed
© Deviated
© Deviated
© Deviated
© Deviated
© Deviated
© Deviated
© Deviated
passed
Passed
© Deviated
© Deviated
© Deviated
© Deviated

Passed

Como o Acronis SPM ajuda

- Valida continuamente a postura de
compartilhamento em relacéo as
referéncias

- Detecta configuracOes de

compartilhamento arriscadas
- Reduz o desvio de configuracéo de longo

prazo entre locatarios

Baseline details

Global Default Sharing Policy

Controls the organisation-wide sharing level for SharePoint and OneDrive. This setting defines the maximum external sharing allowed across

the tenant and governs how users can share files, folders, and sites. Learn more

Tenant

Auto-remediation

Status

Name

Content can be optionally s.

Content can be optionally .

Default File and Folder Shar.

Default Sharing Link Permis.

Viewer Activity in OneDrive

Viewer Activity in SharePoint

Current value

Anyone

Anyone

‘Anyone with the link

‘Anyone with the link has NO,

Enabled

Enabled

Contoso

Disabled

© Deviated

Required value

Existing guests

Existing guests

Specific people (only the pe.

View

Enabled

Enabled

Status

o © ©

Deviated

Deviated

Deviated

Deviated

Passed

Passed



SK Partner

a Al
@ wonmorne
= oevices

g MICROSOFT 365
MANAGEMENT

Baselines

Users

Baseline templates

Configuration

MANAGEMENT

SOFTWARE
MANAGEMENT

PROTECTION

SETTINGS

Incidente real

Investigacao de incidentes.

Técnica de ataque

Atividade pos-comprometimento ocultada por

auditoria insuficiente.

O que foi explorado

- Evidéncias de auditoria ausentes ou

incompletas

- Prontidao fraca para investigacao

Controles de seguranca para reduzir o risco
- Auditoria do Microsoft Purview ativada
- Garantia de que os investigadores tém

acesso apropriado

- Prontidao dos registros para consulta em

auditorias

Baselines

Authentication & Authorisation
Authentication & Authorisation
Email security
Email Security
Email Security
Email Security
Email Security
Emall Security
Email Security
Email Security
Emall Security
General
Intune

Intune

Intune

Intune

Intune

Intune

Mobile Access
Remote Access
Remote Access
Sharing
Sharing

Sharing

SharePoint Modern Auth Enforced

User Consent Settings

Automatic Forwarding - Block

Default Hosted Outbound Spam Filter Policy.

DKIM Signing For Default Domain

Mail Auto Forwarding

Malicious Attachment Types Filter Policy - DEPRECATED

Malware Internal Sender Filter Notification Policy - DEPRECATED

Preset EOP Policy (Standard)

Preset EOP Policy (Strict)

Standard Default Anti Phishing Policy

Security Defaults Policy

Android Enterprise - Compliance Policy

105/iPadOs - Compliance Policy.

MAC S - Compliance Policy

Windows 10 Or Later - Compliance Policy

Windows 10 or later Configuration Policy - Block Password Saving In Google Chr.

‘Windows 10 or later Configuration Policy - Block Password Saving In Microsoft E.

Default Mobile Device Mailbox Policy

Modern Authentication

SMTP Access

Anonymous Links Expiry

External (Guest) Users Resharing

Global Default Sharing Policy

© Deviated
O Deviated
© Deviated
Passed
© Deviated
© Deviated
Passed
passed
© Deviated
© Deviated
© Deviated
Passed
© Deviated
© Deviated
© Deviated
© Deviated
© Deviated
© Deviated
O Deviated
Passed
Passed
© Deviated
© Deviated

© Deviated

Como o Acronis SPM ajuda

- Orienta 0os MSPs a monitorar a postura de

configuracao relacionada a auditoria

- Detecta desvios nas configuracdes de

log e auditoria

- Possibilita a investigacéo continua € a

prontidédo para conformidade

Baseline details

MAC 05 - Compliance Policy

Compliance policy for MAC 05 devices Learn more
Tenant Contoso

Auto-remediation Disabled

status © Deviated

Name Current value Required value

Display name MAC 05 - Compliance Policy
Description Compliance policy for Mac
Require system integriy pr. Required

Minimum 05 version 12

Maximum OS version

Minimum O bulld version 214559

Maximum OS build version

Require a password to unlo. Required
Simple passwords Alowed Block
Minimum password length s

Password type alphanumeric

Number of non-alphanurme. 1

Maximum minutes of inacti. Not configured 15 minutes
Password expiration (days) 365
Number of previous passwo. 5

Status

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

Deviated

© © © © © © © © © © © © © © ©

Deviated



B AcCronis

GUIA PARA APRENDIZES | INTRODUCAO A ACRONIS

O que esses ataques tém em comum

Em todos os incidentes:

- aentrada € por identidade;

+ a persisténcia € por configuracao;

- 0 impacto abrange todo o locatario;

- 0s controles tradicionais de endpoint oferecem
visibilidade limitada.

Por que o gerenciamento continuo
de postura é importante

Os atagues modernos ao Microsoft 365 sdo bem-
sucedidos quando:

- as configuracdes incorretas continuam;
+ a postura de seguranca se desvia com o tempo;

- Os locatarios seguem sem perceber as lacunas
de visibilidade.

Como o Acronis SPM ajuda os

MSPs a reduzir riscos

- Gerencia centralmente a postura do Microsoft
365 entre os locatarios

- Monitora continuamente a postura de seguranca
em relacao as referéncias

- Detecta automaticamente Novos riscos e desvios
de configuracéao

- Aplica modelos de referéncia reutilizaveis
- Automatiza e simplifica a remediacéo

- Simplifica os fluxos de trabalho de integracéo e
desligamento

- Padroniza a postura de seguranca do Microsoft
365 em grande escala

Saiba como o Acronis SPM ajuda
os MSPs a proteger o Microsoft

365 em grande escala

Leia o codigo para agendar uma demonstracao do Acronis SPM

Saiba mais em Copyrig
WWWw.acronis.com
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