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Attaques contre
I'identite et le plan
de controle dans
Microsoft 365

9 menaces concrétes, ce qu'elles
exploitent et comment les MSP peuvent
reduire les risques avec Acronis SPM

Les attaques actuelles contre Microsoft 365 ciblent davantage le plan de contrdle, les identités,
applications OAuUth, autorisations, sessions et configurations, que les terminaux.

Lors d'incidents récents constatés, les attaquants ont utilisé des flux d’authentification
légitimes, des autorisations excessives, des contréles d'acces insuffisants et des erreurs de
configuration pour obtenir un acces persistant aux tenants Microsoft 365.

Cette liste de vérification fait le point sur :

= Les technigues d’attaque utilisées dans des incidents constates.
= Ce que les attaquants ont exploité.

= Les contrbles Microsoft 365 recommandés pour réduire les risques.

= Comment Acronis SPM aide les MSP a surveiller et a appliquer une
posture de sécurité renforcée sur I'ensemble des tenants.
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GUIDE DE L'APPRENAN

3 Incident constaté Comment Acronis SPM vous accompagne

Midnight Blizzard (2024). A - Identifie les lacunes d'authentification
multifacteur.
Technique d'attaque - Détecte les paramétres d'authentification
Attaque par pulvérisation de mot de passe NON SECUrisés.
4 contre un compte tenant hérité hors production. Surveille les écarts vis-a-vis de la base
de référence sur l'ensemble des tenants.

Ressources affectées ) , . :
- i - Aide les MSP a corriger les failles
* Identifiants faibles. de sécurité liées a l'identité des
| - Absence d'authentification multifacteur sur configurations avant gu'elles ne
l’ un compte hérité. deviennent des voies d'attague.

»
°
o«

Mesures de sécurité pour réduire le risque
- Imposer l'authentification multifacteur.
- Eliminer les mots de passe faibles.

- Désactiver les anciens chemins
d'authentification.

- Surveiller les anomalies de connexion.

Baselines Baseline details X
Customer: Category: EEREY oo cucoremediation 48 Edic
Contoso ~ ~  Apply
Sear Q Authentication Method Policy - Microsoft Authenticator
MONITORING
Controls how Microsoft ator is used for push and which users it applies to, and whether additional
Category Baseline status security details (app name, location, companion apps) appear in authentication prompts. Learn more
DEVICES
Audit Mailoox Audit Log Passed et contoso
MICROSOFT 365
MANAGEMENT Authentication & Authorisation Admin Consent Workflow © Deviated Autoremediation —
s Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated Statws © peviated
Authentication & Authorisation Authentication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged D. © Deviated
state Enabled Enabled passed
Authentication & Authorisation Conditional Access Policy - Block Legacy Authentication © Deviated
Allow use of Microsoft Auth. Enabled Disabled © Deviated
T Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access © Deviated
Include Targets All Users Auth method (any) All Users Auth method (any) Passed
Authentication & Authorisation Conditional Access Policy - Enforce MFA © Deviated
MANAGEMENT
Exclude Targets None None Passed
Authentication & Authorisation Conditional Access Policy - No persistent Browser Sessions © Deviated
ot Show appl E Defaul Enabled © Deviated
ow application name - Sta efault nable eviate
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Cllent Apps © Deviated o
Show application name - Inc. Allusers Alsers passed
PROTECTION Authentication & Authorisation Conditional Access Policy - Require Compliant Or Hybrid Azure AD joined Device. © Deviated
Show application name - Ex. - Passed
Authentication & Authorisation Conditional Access Policy - Restrict Access To Azure Portal © Deviated
SETTINGS
Show geographic location Default Enabled © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated
Show geographic location - | Allusers Alusers Passed
Authentication & Authorisation Conditional Access Policy - Securing Security Info Registration © Deviated
Show geographic location - - Passed
Authentication & Authorisation Conditional Access Policy - Sign-In Risk-Based Multfactor Authentication. © Deviated
Companion applications - St Default Enabled © Deviated
Authentication & Authorisation Customer Lockbox © Deviated
Companion applications - In Alusers Alusers Passed
Authentication & Authorisation Password Policy © Deviated
Companion applications - . Passed
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated
Authentication & Authorisation User Consent Settings © Deviated
Emall security Automatic Forwarding - Block © Deviated

Email Security Default Hosted Outbound Spam Filter Policy Passed




GUIDE DE L'APPRENANT

2. Falsification de jetons et abus de session

3 Incident constaté
Storm-0558 (2023).

Technique d'attaque

& o Des jetons d'authentification falsifiés ont été
. utilisés pour accéder a des comptes e-mail

cloud.

Ressources affectées

- Faiblesses de validation des jetons.

1, - Abus de la clé de signature.

- Visibilité limitée sur I'utilisation anormale des

jetons.

Mesures de sécurité pour réduire le risque
- Renforcer la posture de sécurité de l'identité.
- Imposer l'authentification multifacteur et

l'accés conditionnel.

- Restreindre le consentement d'acces aux

applis.

- Protéger l'acceés privilegié.
- Surveiller les anomalies de jetons et de

session.

Baselines
Customer
Contoso
@ Al customers
Q
(2) woniTorING
Category
B oevices
Audit
MICROSOFT 365
D Vavacevent Authencicaton & Authorisaton

o— Authentication & Authorisation
® Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
Authentication & Authorisation
MANAGEMENT

Authentication & Authorisation
SOFTWARE

MANAGEMENT Authentication & Authorisation

PROTECTION Authentication & Authorisation

Authentication & Authorisation

SETTINGS

Authentication & Authorisation

Authentication & Authorisation

Authentication & Authorisation

Authentication & Authorisation

Authentication & Authorisation

Authentication & Authorisation

Authentication & Authorisation

Emal Security

Category.

Baseline

Mailbox Audit Log,

Admin Consent Workflow

Authentication Method Policy - Email OTP

Authentication Method Policy - Microsoft Authenticator

Conditional Access Policy - Application Enforced Restrictions For Unmanaged D..

Conditional Access Policy - Block Legacy Authentication

Conditional Access Policy - Block Unknown Or Unsupported Device Access

Conditional Access Policy - Enforce MFA

Conditional Access Policy - No persistent Browser Sessions

Conditional Access Policy - Require Approved Client Apps

Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device.

Conditional Access Policy - Restrict Access To Azure Portal

Conditional Access Policy - Restrict Access To Microsoft Admin Portal

Conditional Access Policy - Securing Security Info Registration

Conditional Access Pollcy - Sign-In Risk-Based Multifactor Authentication.

Customer Lockbox

Password Policy

SharePoint Modern Auth Enforced

User Consent Settings

Automatic Forwarding - Block

v Apply

Status
Passed
© Deviated
© Deviated
© Deviared
© Deviated
© Deviated
© Deviared
© Deviated
© Deviared
© Deviated
© Deviated
© Deviated
© Deviated
© Deviated
© Deviared
© Deviated
© Deviated
© Deviated
© Deviated

© Deviated

Comment Acronis SPM vous accompagne

- Aide a standardiser le niveau de sécurité
de l'authentification multifacteur et de
l'acces conditionnel.

- |dentifie les dérives de configuration de
l'identité.

- Prend en charge l'application de
bases de référence pour un acces
administrateur sécurisé.

- Reéduit I'exposition adjacente des
identités coté tenant.

Baseline details X

Conditional Access Policy - Appli Enforced ictions For Devices.

This Conditional Access Policy blocks or restricts access to SharePoint, OneDrive, and Exchange content from unmanaged devices. It helps
prevent data leakage by ensuring that only managed and compliant devices can access sensitive organizational data. Learn more

Tenant Contoso
Auto-remediation Disabled

Status © Deviated

Name Current value Required value Status
Display Name CAPO0S - Application Enfort. © Deviated
State enabled © Deviated
Include Users Al © Devared
Include Roles © Devated
Include Groups © Deviated
Include Guest Or External U © Devated
Exclude Users © Deviated
Exclude Roles © Deviated
Exclude Groups © Devated
Exclude Guest Or External U © Deviated
Include Applications Office365 © Deviared
Session Control Use app enforced restrictions © Deviated
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3 Incident constaté Comment Acronis SPM vous accompagne
Plusieurs incidents réels. A - Détecte les écarts dans la posture
d'acces conditionnel.

H 1
Technique d'attaque - Aide a maintenir des bases de référence
Vol de cookies de session via phishing par d'acces sécurisé.
N Proxy inverse. - Prend en charge la standardisation
des contrdles d'identité et d'acces aux
terminaux sur I'ensemble des tenants.

»
°
o«

Ressources affectées
- Vol de cookies de session authentifiés.
1 l, - Application faible de I'acces conditionnel.

Baselines Baseline details
Customer category EEEY oo auoremediaton 48 it
Contoso . ~ | apply
arc Qa Conditional Access Policy - Require Approved Client Apps
@ wonrorn
This Conditional Access Policy requires users to access resources only through approved client apps or apps protected by app protection
Category Baseline Status policies. It helps ensure that organizational data is accessed securely and only through trusted applications. Learn more.
O oevices
Audit Mailbox Audit Log Passed enant contoso
MICROSOFT 365
MANAGEMENT Authentication & Authorisation Admin Consent Workflow © Deviated Auto-remediation —
BT Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated Status © pevisted
e Authentication & Authorisation Authentication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged . © Deviated
Display Name CAPOO7 - Require Approved © Deviated
Authentication & Authorisation Conditional Access Policy - Block Legacy Authentication © Deviated
State enabled © Deviated
Configuration Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access © Deviated
Include Users Al © Deviated
Authentication & Authorisation Conditional Access Policy - Enforce MFA O Deviated
MANAGEMENT
Include Roles © Deviated
Authentication & Authorisation Conditional Access Policy - No persistent Browser Sessions © Deviated
SOFTWARE e © deses
include Groups eviate:
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Client Apps © Deviated
Include Guest Or External U. © Deviated
R Authentication & Authorisation Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device. © Deviated
Exclude Users © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Azure Portal © Deviated
SETTINGS
Exclude Roles O Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated
Exclude Groups © Deviated
Authentication & Authorisation Conditional Access Policy - Securing Security Info Registration © Deviated
Exclude Guest Or External U, © Deviated
Authentication & Authorisation Conditional Access Policy - Sign-In Risk-Based Multifactor Authentication. © Deviated
Grant approvedapplication,compli Deviated
Authentication & Authorisation Customer Lockbox © Deviated o o i °
Include Platforms android,05 O Deviated
Authentication & Authorisation Password Policy © Deviated
Client App Types all O Deviated
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated PR
Authentication & Authorisation User Consent Settings © Deviated
Email Security Automatic Forwarding - Block © Deviated

- Absence de restrictions d'acces basées sur

le terminal.

Mesures de sécurité pour réduire le risque
- Exiger des terminaux conformes ou

manages

- Appliquer I'acces conditionnel.

- Surveiller les comportements de session
anormaux.
- Utiliser I'évaluation continue de I'acces si

possible.
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Incident constaté Comment Acronis SPM vous accompagne
Plusieurs incidents réels. A - Aide les MSP a surveiller la posture
d'authentification en continu.

Technique d'attaque - Détecte les écarts vis-a-vis de la base
» . o Redutilisation de jetons recemment réactualisés. de référence concernant I’agcés
> conditionnel et la configuration de la
Ressources affectées session.

- Absence de protection des jetons / de la - Prend en charge l'application des bases
1 session. de référence sécurisées pour l'identité et

4 - Faible application en cours de session. l'acces.

Mesures de sécurité pour réduire le risque

- Appliquer la protection des jetons, si
possible.

- Utiliser les contréles de session de 'accés
conditionnel.

- Limiter I'acces depuis des équipements non
manages

Baselines Baseline details X
SK Partner @ Category Enable autoremediation 4% Edit
Contoso ~ ~  Apply
Y a Conditional Access Policy - No persistent Browser Sessions
MONITORING
This Conditional Access Policy prevents users from maintaining persistent browser sessions, requiring them to re-authenticate more
Category. Baseline Status frequently. It helps reduce the risk of unauthorized access from shared or unmanaged devices. Learn more
DEVICES
Audic Mallbox Audit Log passed Tenant Contoso
MICROSOFT 365
MANAGEMENT Authentication & Authorisation Admin Consent Workflow © Deviated Autoremediation —
Security posture Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated e © peviated
- Authentication & Authorisation Authenication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
Baselines Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged D. © Deviated
Display Name CAPO03 - Prevent Persistent. © Deviated
e templates Authentication & Authorisation Condiional Access Policy - Block Legacy Authentcation © Deviated
State enabled © Deviated
Configuration Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access © Deviated
Include Users Al © Deviated
Authentication & Authorisation Conditional Access Policy - Enforce MFA © Deviated
MANAGEMENT
Include Roles. © Deviated
Authentication & Authorisation Conditional Access Policy - No persistent Browser Sessions © Deviated
SOFTWARE e © oeved
nclude Groups eviated
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Client Apps © Deviated >
Include Guest O External U. © Deviated
TR Authentication & Authorisation Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device. © Deviated
~ Exclude Users © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Azure Portal © Deviated
SETTINGS
Exclude Roles © Deviated
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated
Exclude Groups © Deviated
Authentication & Authorisation Conditional Access Policy - Securing Security Info Registration © Deviated
Exclude Guest Or External U. © Deviated
Authentication & Authorisation Conditional Access Policy - Sign-In Risk-Based Multifactor Authentication. © Deviated
Persistent Browser never © Deviated
Authentication & Authorisation Customer Lockbox © Deviated
Authentication & Authorisation Password Policy © Deviated
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated
Authentication & Authorisation User Consent Settings © Deviated
EmallSecurity Automatic Forwarding - Block © Deviated

Emal Security Default Hosted Outbound Spam Fier Policy Passed
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3 Incident constaté Comment Acronis SPM vous accompagne
Plusieurs incidents réels. A - Standardise les contréles liés a
I'autorisation.

P Technique d'attaque - Détecte les écarts par rapport aux
Wy Accords de consentement applicatif stratégies de consentement applicatif
. malveillants. approuvees.

- Aide les MSP a maintenir une posture
d'autorisation Microsoft 365 sécurisee
| l, + Consentement utilisateur non restreint. sur 'ensemble des tenants.

- Gouvernance insuffisante des applications.

Ressources affectées

Mesures de sécurité pour réduire le risque
- Restreindre le consentement utilisateur.

- Exiger une approbation administrateur pour
les applications.

- N'autoriser que les éditeurs verifies et les
autorisations a faible risque.

Baselines Baseline details X
SK Partner Customer Category: Enable auto-remediation 4 Edit
Contoso « [ < Apply
@ Al
Searc Q Conditional Access Policy - Block Unknown Or Unsupported Device Access

@ wonoRiG

Users will be blocked from accessing company resources when the device type is unknown or unsupported. Learn more
Category Baseline Status

B oevices
Tenant Contoso
Audic Mallbox Audit Log passed
MICROSOFT 365 Auto-remediation Disabled
MANAGEMENT Authentication & Authorisation Admin Consent Workflow © Deviated
Status © Deviated
CEEiES Authentication & Authorisation Authentication Method Policy - Email OTP © Deviated
Authentication & Authorisation Authentication Method Policy - Microsoft Authenticator © Deviated
Name Current value Required value Status
Authentication & Authorisation Conditional Access Policy - Application Enforced Restrictions For Unmanaged D. © Deviated
Display Name - CAPO04 - Enforce Block Unk © Deviated
Authentication & Authorlsation Conditional Access Policy - Block Legacy Authentication © Deviated
State - enabled © Deviated
Authentication & Authorisation Conditional Access Policy - Block Unknown Or Unsupported Device Access © Deviated
Include Users Al © Deviated
Authentication & Authorisation Conditional Access Policy - Enforce MFA © Deviated
MANAGEMENT Include Roles © Deviated
Authentication & Authorsation Conditional Access Policy - No persistent Browser Sessions © Deviated
Include Groups. © Deviated
SOFTWARE
MANAGEMENT Authentication & Authorisation Conditional Access Policy - Require Approved Client Apps © Deviated
Include Guest Or External U © Deviated
Authentication & Authorisation Conditional Access Policy - Require Compliant Or Hybrid Azure AD Joined Device. Deviated
EROTECTION v & & ° Exclude Users E E © Deviated
Authentication & Authorlsation Conditional Access Policy - Restrict Access To Azure Portal © Deviated rctude o —
seTTINGS xclude Roles © Deviate
Authentication & Authorisation Conditional Access Policy - Restrict Access To Microsoft Admin Portal © Deviated
Exclude Groups © Deviated
Authentication & Authorisation Conditional Access Policy - Securing Security Info Registration © Deviated
Exclude Guest Or External U. © Deviated
Authentication & Authorisation Conditional Access Pollcy - Sign-In Risk-Based Multifactor Authentication. © Deviated
Include Platforms - Alal © Deviated
Authentication & Authorisation Customer Lockbox © Deviated
Exclude Platforms android, |0, macos windows © Deviated
Authentication & Authorisation Password Policy © Deviated
Grant Controls - block © Deviated
Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated
Authentication & Authorisation User Consent settings © Deviated
Emal Security Automatic Forwarding - Block © Deviated

Email Security Default Hosted Outbound Spam Filter Policy passed




6. Abus d’appli OAuth et exfiltration de données via I'API Graph

. Incident constaté Mesures de sécurité pour réduire le risque
Plusieurs incidents réels. - Auditer régulierement les autorisations liées
aux applications.
» Technique d'attaque - Enquéter sur les activités Graph inhabituelles.
Pe T Acces aux données et exfiltration via I'API au - Examiner les applis autorisées par des
. moyen d'applications surautorisées. Utilisateurs externes.
Ressources affectées ‘A‘ Comment Acronis SPM vous accompagne
- Autorisations Graph excessives. - Aide a maintenir la gouvernance des
] - Faible visibilité sur le comportement des autorisations des applications et de I'état du
ly applis. consentement.

- Détecte les dérives d'autorisation et
I'exposition des applications non gérées.

- Améliore la visibilite sur 'état d'acces des
applications Microsoft 365.

- Acces non manageé aux applications.

Security posture Risk dashboard X
Trenanis @) 35 tenant baseline deviations
Baselines
Q b
Tenant baselines 8 passed ©  35deviated

@ wonroRiG

Name Tenant baselines Users

Baseline categories

B oevices Contoso © 35 deviations 34
Audit 1 passed ©  odeviated
(1) et
MANAGEMENT
Authentication & Authorisation 0 passed © 18 deviated
£mall Securlty 3 passed ©  6deviated
Security posture. General 1 passed ©  Odeviated
BERlE PR intune 0 passed ©  Gdeviated
Moblle Access 0 passed © 1 dcevated
Remote Access 2 passed ©  odeviated
@ MANAGEMENT Sharing 1 passed © 4 deviated
Fly sorrwace
MANAGEMENT User account risks
@ erorection MFA ©  29affected user accounts
Admin mailboxes ©  Gaffected user accounts
{6} serines
Anonymous admins ©  6affected user accounts
Shared mailboxes © 1 affected user account
Dormant accounts No affected user accounts
Dormant admins No affected user accounts

Guests No affected user accounts
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7. Elévation de priviléges et usage excessif des rdles

Incident constaté

Multiples élévations de privileges Entra ID /
Midnight Blizzard.

Technique d'attaque

(]
Pe T Elévation de priviléges via des privileges
. d'administrateur excessifs et permanents.
A |
Ressources affectées
- Trop d'administrateurs globaux.
 {

1, - Dérive des privileges.
- Faible gouvernance des roles.

Compliance Posture Summary

Baselines

Current Posture Summary (All time)

Tenant Group
Passing: 8 Passing:
Deviating: 35 Deviating: -

Posture Summary (In this period) *

Tenant Baselines Posture Summary Chart

I Ocviating Controls [l Compliant Controls [l Monitored Controls

Group Baselines Posture Summary Chart

I Ocviating Controls [l Compliant Controls [l Monitored Controls

Please noted that baseline created/passing were not recorded before 27/09/2022.
Only Deviations after this date will be accurate.

Mesures de sécurité pour réduire le risque
- Appliguer le principe du moindre privilege.

- Restreindre 'acces administrateur
permanent.

- Examiner continuellement les réles a
privileges.

Comment Acronis SPM vous accompagne

- Identifie les rbles administrateurs excessifs
et I'exposition aux privileges.

- Aide les MSP a standardiser un état de

sécurité des réles sur 'ensemble des
tenants.

- Soutient I'application des lignes de base
d'identité et d'autorisation.
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Incident constaté Comment Acronis SPM vous accompagne

Plusieurs incidents réels. A - Valide en continu I'état du partage par
rapport aux lignes de base.

A Technique d'attaque - Détecte les configurations de partage &
Pe T Partage externe excessif ou accidentel. risque.

- Reéduit la dérive de configuration a long

Ressources affectées terme entre les tenants.

- Faible gouvernance du partage.
1, - Parametres d'accés externe trop permissifs.

Mesures de sécurité pour réduire le risque

- Configurer les stratégies de partage externe
dans toute 'organisation.

- Restreindre le partage si nécessaire.
- Examiner régulierement I'état du partage.

Baselines Baseline details X
Authentication & Autnorisation Sharepoint Modern Autn tnforced © vevatea
Y covie auoremediaton 48 Edic
Authentication & Authorisation User Consent Settings © Deviated
@ All customers
Email Security Automatic Forwarding - Block © Deviated
Global Default Sharing Policy
@ wonirorG
email Security Defaul Hosted Outbound Spam Filer Policy Passed
Controls the organisation-wide sharing level for SharePoint and OneDrive. This setting defines the maximum external sharing allowed across
the tenant and governs how users can share fle, folders, and sites. Learn more
O oevices Email Security DKIM Signing For Default Domain © Deviated
Email Security Mail Auto Forwarding © Deviated Tenant Contoso
( Mcrosorrass
MANAGEMENT Autoremediati .«
Email Security Malicious Attachment Types Filter Policy - DEPRECATED Passed uto-remediation Disabled
Baselines ot
Email Security Malware Internal Sender Filter Notification Policy - DEPRECATED Passed status © Deviated
Users
Emall Security Preset EOP Policy (Standard) © Deviated
Name Currentvalue Required value Status
line templates
B Email Security Preset EOP Policy (Strict) © Deviated
Content can be optionally s. Anyone Existing guests © Deviated
Emall Security Standard Default Anti Phishing Policy © Deviated
Content can be optionally s. Anyone Existing guests © Deviated
General Security Defaults Policy Passed
Default File and Folder Shar. Anyone with the link Specific people (only the pe © Deviated
MANAGEMENT Intune Android Enterprise - Compliance Policy © Deviated
Default Sharing Link Permis. Anyone with the link has NO. View © Deviated
D intune 05/iPadOs - Compliance Policy © Deviated
MANAGEMENT Viewer Actvty in OneDrive Enabled Enabled Passed
Intune MAC 05 - Compliance Policy © Deviated
Viewer Activty in SharePoint Enabled Enabled Passed
PROTECTION
Intune Windows 10 Or Later - Compliance Policy © Deviated
SETTINGS Intune Windows 10 or later Configuration Policy - Block Password Saving In Google Chr. © Deviated
Intune Windows 10 or later Configuration Policy - Block Password Saving In Microsoft € © Deviated
Mobile Access Default Mobile Device Mailbox Policy © Deviated
Remote Access Modern Authentication Passed
Remote Access SMTP Access Passed
Sharing Anonymous Links Expiry © Deviated
Sharing External (Gues) Users Resharing © Deviated
Sharing Global Default Sharing Policy © Deviated
Sharing. Sharepoint Block Infected Files Download © Deviated

Sharing SharePoint Storage Warning Passed
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Incident constaté Comment Acronis SPM vous accompagne

Investigation sur incidents hA‘ - Aide les MSP a surveiller I'état de
configuration lié a l'audit.

Technique d'attaque - Détecte les dérives dans les paramétres

[ ]
Pe T Activité post-compromission masquée par un de journalisation et d'audit.

’ auditinsuffisant. - Soutient l'investigation continue et la

i préparation a la conformité.
Ressources affectées

t l, - Preuves d'audit absentes ou incompletes.
- Insuffisance de préparation a l'investigation.

Mesures de sécurité pour réduire le risque

- Conserver |'activation de I'audit Microsoft
Purview.

- S'assurer que les enguéteurs disposent d'un
acCes approprié.

- Maintenir la capacité de recherche dans les
audits.

Baselines Baseline details X
) Authentication & Authorisation SharePoint Modern Auth Enforced © Deviated
SK Partner EZEY cove auoremediation 4% e
10 Authentication & Authorisation User Consent Settings © Deviated
A s
mail Securt Automatic Forwarding - Block v
Emal Securlty tomatic Forwarding - Bloc © Deviated MAC 05 - Compliance Policy
@ wonimorinG
Email Security Defauit Hosted Outbound Spam Filte Policy Passed Complance policy for MAC 05 devices Learn mor
O osvicss — ST s O
q rcosomss Email security Mail Auto Forwarding © Deviated Autoremediation Disabled
MANAGEMENT
Email Security Malicious Attachment Types Filter Policy - DEPRECATED Passed Storus © peviated
Baselines
Email Security Malware Internal Sender Filter Notification Policy - DEPRECATED passed
Users Name Current value Required value Status
Email Securlty Preset EOP Policy Standard) © Deviated
Baseline templates Display name MAC 05 - Compliance Policy © Deviated
Email Security Preset EOP Policy (Strict) © Deviated
Description Compliance policy for Mac © Deviated
Email Security Standard Default Antl Phishing Policy © Deviated
Configuration Require system Integrly pr. Required © Deviated
General Security Defaults Policy Passed
MANAGEMENT Minimum 0 version 2 © Deviated
Intune Android Enterprise - Compliance Policy © Deviated
Maximum OS version © Deviated
SOFTWARE Intune 105/iPadOs - Compliance Policy © Deviated
MANAGEMENT
Minimum OS build version 21559 © Deviated
Intune MAC Os - Compliance Policy © Deviated
PROTECTION Maximum 05 build version © Deviated
Intune Windows 10 Or Later - Compliance Policy © Deviated
Require a password to unlo. Required © Deviated
SETTINGS Intune Windows 10 or later Configuration Policy - Block Password Saving In Google Chr. © Deviated
Simple passwords Allowed Block © Deviated
intune Windows 10 orlater Configuration Policy - Block Password Saving In Microsoft E © Deviated
Minimum password length 8 © Deviated
Mobile Access Default Mobile Device Mailbox Policy © Deviated
Password type alphanumeric © Deviated
Remote Access Modern Authentication Passed
Number of non-alphanume. 1 © Deviated
Remote Access TP Access Passed
Maximum minutes of inacti. Not configured 15 minutes © Deviated
Sharing Anonymous Links Expiry © Deviated
Password expiration (days) 365 © Deviated
Sharing External (Guest) Users Resharing © Deviated
Number of previous passwo. s © Deviated
Sharing Global Default Sharing Policy © Deviated
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Ce que ces attaques ont en commun

Pour tous les incidents :

- l’entrée est basée sur l'identité.

- La persistance est baseée sur la configuration.
- Limpact s'étend a I'ensemble du tenant.

- Les contréles traditionnels des terminaux offrent une
visibilité limitée.

Pourquoi la gestion continue de la
posture de sécurité est décisive

Les attaques actuelles contre Microsoft 365
réussissent lorsque :

- Les erreurs de configuration persistent.
- La posture de sécurité se dégrade au fil du temps.

- Les écarts de visibilité passent inapercus d’'un
tenant a l'autre.

Comment Acronis SPM aide les

MSP a réduire les risques

- Gérez la posture de Microsoft 365 de maniere
centralisée sur 'ensemble des tenants.

- Surveillez continuellement la posture de sécurité
par rapport aux bases de reference.

- Détectez automatiquement les nouveaux risques
et les derives de configuration.

- Appliquez des modeles de base réutilisables.
- Automatisez et rationalisez la remédiation.

- Simplifiez les workflows d'intégration et de
désactivation.

- Standardisez la posture de securitée Microsoft
365 a grande échelle.

Découvrez comment Acronis SPM
aide les MSP a sécuriser Microsoft

365 a grande échelle

Scannez pour réserver une déemonstration d'’Acronis SPM

Pour en savoir plus :
acronis.com




